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SecUrity PROGRAM AND POLICIES
Chapter 4
Governance and Risk Management 
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Explain the importance of strategic alignment
· Know how to manage information security policies
· Describe information security-related roles and responsibilities
· Identify the components of risk management
· Create polices related to information security, governance, and risk management
chapter overview

This chapter focuses on information security policy requirements and the governance structure necessary to implement and manage information security policies. The chapter also discusses risk management. 
The major sections in this chapter are

1. Understanding Information Security Policies. Information security policies are critical to any organization because their goal is protecting the organization from harm.
2. Information Security Governance. Organization must decide who is responsible for security management. The Board of Directors is typically the authoritative policy-making body.
3. Information Security Risk.  Risk management is the process of determining the acceptable level of risk. Risk management involves calculating the current risk level and deciding whether to accept the risk or take steps to reduce it. 
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key terms

Acceptable use agreement: A document that supports the security policy and clearly dictates for all employees how they are expected to use information and information systems.
Audit Report: A formal opinion of the audit team based on a predefined scope and criteria.
Change drivers: Events that modify how a company does business.
Information security audit: A systematic evidence-based evaluation on how well the organization conforms to established criteria such as policies, regulatory requirements, and internationally recognized standards.
Risk: The potential of an undesirable or unfavorable outcome resulting from a given action, activity, and inaction.

Risk assessment: The process by which risks are identified and the impact of those risks determined. 
Risk management: The process of determining an acceptable level or risk, identifying the level or risk for a given situation, and determining if the risk should be accepted or mitigated.

Risk mitigation: The process of reducing, sharing, transferring, or avoiding risk.

Risk tolerance: How much of the undesirable outcome the risk taker is willing to accept in exchange for the potential benefit.

Threat: A potential danger to an asset or resource.
Vulnerability: A weakness that could be exploited by a threat source.
Teaching notes

I.
Understanding Information Security Policies


Teaching Tips: Influencing and defining culture is the role of leadership, so the signer should be seen as both a leader and a decision maker. The signer should also be seen as in touch with day-to-day operations, yet have enough authority to enforce the policy. Change drivers should trigger risk and vulnerability assessments and ultimately a review of policies.  
            The Information Security Policy Document policy should reference the federal (and state) regulations the organization is subject to. Each individual policy should have a cross reference notation to the specific regulatory section.  
            The policy owner is not the final authority. Ownership translates into developing, maintaining, and reviewing the policies and companion documents.  
II.
Information Security Governance


Teaching Tips: Mention that the Board of Directors is usually responsible for overseeing the policy development. Effective security requires a distributed governance model with the active involvement of stakeholders, decision makers, and users.
III. 
Information Security Risk


Teaching Tips: Companies use risk assessment to calculate the level of risk. Explain that the company can decide to either accept the risk or mitigate the risk. To mitigate the risk the company can take one of the following four actions: risk reduction, risk sharing, risk transference, risk avoidance, or a combination of these actions. Ask students to explain each of these actions and discuss when to use each action. Ask students to identify the risks of using third parties.  
Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
Why should a statement of authority reflect the organization’s culture?
Answer: Students’ answers will vary. The SOA should be thought of as a teaching tool sprinkled with a motivational “pep talk,” so the most effective communication will take into account the audience’s background, education, experience, age, and even native language. Corporate culture can be defined as the shared attitudes, values, goals, and practices that characterize a company or corporation.
B. Discussion Question 2
Ideally, who is involved in designing and maintaining a secure organizational environment?
Answer: Students’ answers will vary. This is a huge undertaking that requires input from professionals throughout an organization, including members of management, developers, network engineers and administrators, Human Resources, and legal and financial communities. Following the rules is possible only if the infrastructure is designed in such a way that following the rules is easy and doesn’t hinder performance or productivity, which requires input from all levels of the organization.  
II.
Web Projects

A. Web Project 1  

Visit the home page for the Family Educational Rights and Privacy Act (FERPA) (http://www.ed.gov/offices/OII/fpco/ferpa/) to review some of the federal regulations your school is subject to. Discuss how your school complies with two of the regulations.
Answer: This project will help students explore the content of a major piece of federal legislation and how their school is in compliance.
Web Resources

Using web resources, look up information about external security professionals. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://www.rmmagazine.com/  The Risk Management Magazine.
· http://www.isaca.org/Knowledge-Center/Risk-IT-IT-Risk-Management/Pages/Risk-IT1.aspx  Risk IT Framework for managing IT-related business risks.
Chapter REVIEW/Answers to test your skills
Multiple Choice
1. When an information security program is said to be “strategically aligned,” this indicates that __________________.

D. All of the above

2. How often should information security policies be reviewed?

C. At a minimum, once a year and whenever there is a change trigger

3. Information security policies should be authorized by ____________.

A. the Board of Directors (or equivalent)

4. Which of the following statements best describes policies?

D. Policies are the directives that codify organizational requirements.

5. Which of the following statements best represents the most compelling reason to have an employee version of the comprehensive information security policy?

D. The more understandable and relevant a policy is, the more likely users will positively respond to it.

6. Which of the following is a common element of all federal information security regulations?

A. Covered entities must have a written information security policy.

7. Organizations that choose to adopt the ISO 27002:2103 framework must ________________.

C. Evaluate the applicability and customize as appropriate

8. Evidence-based techniques used by information security auditors include which of the following elements?

B. Structured interviews, observation, review of practices, and documentation sampling

9. Which of the following statements best describes independence in the context of auditing?

C. The auditor is not responsible for, benefited from, or in any way influenced by the audit target.

10. Which of the following states is not included in a CMM?

A. Average

11. Which of the following activities is not considered a governance activity?

D. Purchasing

12. To avoid conflict of interest, the CISO could report to which of the following individuals?

C. The Chief Financial Officer (CFO)

13. Which of the following statements best describes the role of the Information Security Steering Committee?

B. The committee serves in an advisory capacity.

14. Defining protection requirements is the responsibility of ____________.

C. Data owners

15. Designating an individual or team to coordinate or manage information security is required by _________.

D. All of the above

16. Which of the following terms best describes the potential of an undesirable or unfavorable outcome resulting from a given action, activity, and/or inaction?

B. Risk

17. Inherent risk is the state before __________________.

B. security measures have been implemented

18. Which of the following terms best describes the natural, environmental, or human event or situation that has the potential for causing undesirable consequences or impact?

C. Threat

19. Which of the following terms best describes a disgruntled employee with intent to do harm?

B. Threat source

20. Which of the following activities is not considered an element of risk management?

D. Installing risk-mitigation safeguards

21. How much of the undesirable outcome the risk taker is willing to accept in exchange for the potential benefit is known as _________.

B. risk tolerance

22. Which of the following statements best describes a vulnerability?

A. A vulnerability is a weakness that could be exploited by a threat source.

23. A control is a security measure that is designed to _______ a threat source.

D. All the above

24. Which of the following is not a risk-mitigation action?

A. Risk acceptance

25. Which of the following risks is best described as the expression of (the likelihood of occurrence after controls are applied) × (expected loss)?

C. Residual risk

26. Which of the following risk types best describes an example of insurance?

B. Risk transfer

27. Which of the following risk types relates to negative public opinion?

C. Reputation risk

28. Compliance risk as it relates to federal and state regulations can never be ____________.

B. Transferred
29. Which of the following statements best describes organizations that are required to comply with multiple federal and state regulations?

C. They must ensure that their information security program includes all applicable requirements.

30. Which of the following terms best describes “duty of care” as applied to corporate directors and executive officers?

A. It’s a legal obligation.

Exercises

Exercise 4.1: Understanding ISO 27002:2005
Student answers will vary.

Exercise 4.2: Understanding Policy Development and Authorization
Student answers will vary.

Exercise 4.3: Understanding Information Security Officers
Student answers will vary.

Exercise 4.4: Understanding Risk Terms and Definitions
Student answers will vary.

Exercise 4.5: Understanding Insurance
Student answers will vary.

Projects

Project 4.1: Analyzing a Written Policy
Student answers will vary.

Project 4.2: Analyzing Information Security Management
Student answers will vary.

Project 4.3: Using Risk Assessment Methodologies
Student answers will vary.

Case Study

Student answers will vary.
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