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Chapter objectives

When students have finished reading this chapter, they will be able to:

· Define the relationship between information security and personnel practices
· Recognize the stages of the employee lifecycle
· Describe the purpose of confidentiality and acceptable use agreements
· Understand appropriate security education, training, and awareness programs
· Create personnel-related security policies and procedures
chapter overview

This chapter is mapped to the ISO 27002:2013 Section 7 and addresses personnel issues as they relate to information systems security. Employees are simultaneously an organization’s most valuable asset and their most dangerous risk. The chapter ends with a discussion of the importance of security education and training and an overview of the SETA model.
The major sections in this chapter are

1. The Employee Lifecycle. The employee lifecycle represents the stages in the employee’s career. Security needs should be considered in each of the stages of these processes to protect both company information and potential employees’ nonpublic personal information. 
An organization needs to proactively protect itself by conducting background checks on potential employees and directors. To access classified information, the government requires not only a level of security clearance at least equal to the classification of the information but also an appropriate “need to know” the information.
2. The Importance of Employee Agreements. Employees, contractors, and outsourcers are commonly required to sign two basic agreements: a confidentiality agreement and an acceptable use agreement. 
3. The Importance of Security Education and Training. According to the National Institute of Standards and Technology (NIST), “the ‘people factor’—not technology—is key to providing an adequate and appropriate level of security.”
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key terms

Confidentiality or nondisclosure agreements: Contracts entered into by the employee and the organization in which the parties agree that certain type of information remain confidential.
Security clearance investigation: An inquiry into an individual’s loyalty, character, trustworthiness, and reliability to ensure that he is eligible for access to national security-related information.
Security incident: Any adverse event whereby confidentiality, integrity, and/or availability of an information system (or information itself) is threatened.
User provisioning: The process of creating user accounts and group memberships, providing company identification, assigning access rights and permissions, as well as access devices, such as smart cards and tokens.
Teaching notes

I.
The employee lifecycle

Teaching Tips: The employee lifecycle model represents the stages in the employee’s career. Common stages include recruitment, onboarding, user provisioning, orientation, career development, termination. Have students identify the various processes occurring in each step. 

Job Postings

Teaching Tips: Job postings are one of the sources that intruders often look to use for information that can be used in social engineering attacks and provide a path to more in-depth knowledge.

Ask students how information regarding specific systems, software, security features, or access controls in a job description can be misused.


The Interview


Teaching Tips: Interviewers often reveal much more than they should to early-stage job candidates. Have students think back to previous interviews and relate relevant stories.
II.
The Importance of Employee Agreements



Teaching Tips: Ask students what should be included in an acceptable use agreement. Have students discuss the expectation of privacy at the workplace. Ask students to share their opinion on whether employers should monitor employees’ Facebook and other social networking profiles.
III.
The Importance of Security Education and Training


Teaching Tips: Have students discuss why security education and training is important. Have students identify the type of training that should be included in a security education program and how often these programs should be conducted. Ask students to identify current awareness programs and program goals.

Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
Why does the U.S. Government require both a level of security clearance (at least equal to the classification of the information) and an appropriate “need to know” the information before information is released to an individual?
Answer: Student answers will vary. Merely having a certain level of security clearance does not authorize an individual to access all information so classified. Information must be closely held to be protected, so requiring both an equivalent security clearance and an authorized “need to know” restricts access appropriately. Background checks are more stringent for higher security clearance levels.

B. Discussion Question 2
What should be included in an acceptable use agreement?
Answer: Student answers will vary, but at a minimum the following components should be included in an acceptable use agreement: introduction, data classifications, applicable policy statement, handling standards, contacts, violations section, and acknowledgment. 
II.
Web Projects

A. Web Project 1 
Go to the Web site for your local newspaper and select three job ads. For each ad, list the organizational information that is given in the ad. Which ad gives the most important information?
Answer: Student answers will vary. This project can help students understand the types of information that can inadvertently be given in a job ad. (Local job ads often reveal more information than those specifically developed for posting to online services.)

B. Web Project 2

Go to the Web site for your local newspaper and find a job description attached to an ad. Edit the job description to create one version for the ad posting and another version for final candidates who have passed the initial interviews.
Answer: Student answers will vary. This project can help students understand the types of information that can inadvertently be given in a job description.

Web Resources

Using web resources, look up personnel security. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://www.monster.com, http://www.rileyguide.com, http://www.careerbuilder.com, and http://www.indeed.com/  Popular Internet-based job hunting sites.
· https://www.sec.gov/about/laws/soa2002.pdf  Full text of the Sarbanes-Oxley Act. 
· http://www.ftc.gov  More information on using credit reports and the FCRA.
· http://csrc.nist.gov Computer Security Response Center, a comprehensive portal to information security resources.
· http://www.sans.org/security-resources/policies/Acceptable_Use_Policy.pdf Sample Acceptable Use Policy.
ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1. Which of the following statements best describes the employee lifecycle?

D. The employee lifecycle spans recruitment to termination.

2. At which of the following phases of the hiring process should personnel security practices begin?

C. Recruitment

3. A published job description for a web designer should not include which of the following?

C. Specifics about the web development tool the company is using

4. Data submitted by potential candidates must be ____________.

A. Protected as required by applicable law and organizational policy

5. During the course of an interview, a job candidate should be given a tour of which of the following locations?

B. Public areas only (unless otherwise authorized)

6. Which of the following facts is an interviewer permitted to reveal to a job candidate?

D. The duties and responsibilities of the position

7. Which of the following statements best describes the reason for conducting background checks?

A. To verify the truthfulness, reliability, and trustworthiness of the applicant

8. Which of the following statements best describes the background check criteria?

C. Criteria should be specific to the job for which an applicant is applying.

9. Social media profiles often include gender, race, and religious affiliation. Which of the following statements best describes how this information should be used in the hiring process?

B. Gender, race, and religious affiliation cannot legally be used in making hiring decisions.

10. Under the Fair Credit Reporting Act (FCRA), which of the following statements is true?

B. Employers must get the candidate’s consent to request a credit report.

11. Candidate and employee NPPI must be protected. NPPI does not include which of the following?

C. Published telephone number

12. Which of the following statements best describes the purpose of completing the Department of Homeland Security/U.S. Citizenship and Immigration Services Form I-9 and providing supporting documentation?

A. The purpose is to establish identity and employment authorization.

13. The permissions and access rights a user is granted should match his role and responsibilities. Who is responsible for defining to whom access should be granted?

B. The information owner

14. Network administrators and help desk personnel often have elevated privileges. They are examples of which of the following roles?

B. The information custodians

15. Which of the following statements is not true of confidentiality agreements?

D. Confidentiality agreements should be required only of top-level executives.

16. Which of the following elements would you expect to find in an acceptable use agreement?

A. Handling standards

17. Which of the following statements best describes when acceptable use agreements should be reviewed, updated, and distributed?

B. Acceptable use agreements should be reviewed, updated, and distributed annually.

18. Which of the following terms best describes the SETA acronym?

B. Security Education Training Awareness

19. Posters are placed throughout the workplace reminding users to log off when leaving their workstations unattended. This is an example of which of the following programs?

C. A security awareness program

20. A network engineer attends a 1-week hands-on course on firewall configuration and maintenance. This is an example of which of the following programs?

B. A security training program

21. The Board of Directors has a presentation on the latest trends in security management. This is an example of which of the following programs?

A. A security education program

22. Companies have the legal right to perform which of the following activities?

A. Monitor user Internet access from the workplace.
23. Sanctions for policy violations should be included in which of the following documents?

D. All the above

24. Studies often cite ____________ as the weakest link in information security.

B. People
25. Which of the following terms best describes the impact of security education?

A. Long-term

26. Which of the following privacy regulations stipulates that schools must have written permission to release any information from a student’s education record?

D. FERPA

27. Which of the following regulations specifically stipulates that employees should be trained on password management?

B. HIPAA

28. Best practices dictate that employment applications should not ask prospective employees to provide which of the following information?

C. Social Security number

29. After a new employee’s retention period has expired, completed paper employment applications should be ___________.

A. Cross-cut shredded

30. Intruders might find job posting information useful for which of the following attacks?

B. A social engineering attack

Exercises

Exercise 6.1: Analyzing Job Descriptions
Student answers will vary.
Exercise 6.2: Assessing Background Checks
Student answers will vary.

Exercise 6.3: Learning What Your Social Media Says About You

Student answers will vary.

Exercise 6.4: Evaluating the Actions of Bad Employees
Student answers will vary.

Exercise 6.5: Evaluating Security Awareness Training
Student answers will vary.

Projects

Project 6.1: Evaluating the Hiring Process
Student answers will vary.

Project 6.2: Evaluating an Acceptable Use Agreement
Student answers will vary.

Project 6.3: Evaluating Regulatory Training

Student answers will vary.

Case Study

Student answers will vary.
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