Instructor’s Manual Materials to Accompany 

SecUrity PROGRAM AND POLICIES
Chapter 15
PCI Compliance for Merchants
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Describe the PCI Data Security Standard framework

· Recognize merchant responsibilities

· Explain the 12 top-level requirements

· Understand the PCI DSS validation process
· Implement practices related to PCI compliance
chapter overview

This chapter focuses on the requirements for protecting card holder data. The Payment Card Industry Data Security Standard was released by the Payment Card Industry Security Standards Council in December 2004. The latest release version 3 was released in November 2013. 
The major sections in this chapter are

1. Protecting Cardholder Data. To counter the potential for staggering losses, the payment card brands contractually require all organizations that store, process, or transmit cardholder data and/or sensitive authentication data comply with the PCI DSS. PCI DSS requirements apply to all system components where account data is stored, processed, or transmitted. 
2. PCI Compliance. Complying with the PCI standards is a contractual obligation. It is not a government regulation.  
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key terms
Account data: Consists of cardholder data plus sensitive authentication data.
Cardholder data environment: The people, processes, and technology that handle cardholder data or sensitive authentication data.
Compliance assessment: An annual onsite evaluation of compliance with PCI DSS conducted by either a Qualified Security Assessor (QSA) or an Internal Security Assessor (ISA).
Skimming: Theft of cardholder information by modifying a card swipe device and/or by attaching a card-reading device (aka a skimmer) to a terminal or ATM.
System components: Any network component, server, or application that is included in, or connected to, the cardholder data environment.
Teaching notes

I.
Protecting Cardholder Data

Teaching Tips: Explain that PCI DSS requirements apply to all system components where account data is stored. Ask students to identify what is considered account data. Ask students to discuss how account data should be protected. Discuss the 12 top-level requirements and how they fit in the six core principles. 
II.
PCI Compliance 

Teaching Tips: Stress that PCI compliance is not a government regulation or law but a contractual obligation that applies to entities involved in the payment card channel. Ask students to conduct an Internet research and compose a PCI compliance checklist that could be used by an online retailer. Ask students to compose a list for an offline merchant. Have students compare both checklists and discuss any differences. 
Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
How can companies protect cardholder data?
Answer: Student answers will vary. 


B. Discussion Question 2
What are some malware that could be used to steal credit card information?
Answer: Student answers will vary. 
II.
Web Projects

A. Web Project 1 
Read about the Target credit card breach that occurred in November 2013 at http://krebsonsecurity.com/2014/05/the-target-breach-by-the-numbers/ and http://www.nbcnews.com/business/consumer/millions-target-customers-credit-debit-card-accounts-may-be-hit-f2D11775203. What could have Target done differently to avoid the data breach?
Answer: Student answers will vary. 

B. Web Project 2 
Examine the PCI compliance checklist at http://www.1stoppciscan.com/pci-compliance-checklist/. Are there any additional items that should be included to the list?
Answer: Student answers will vary. 
Web Resources

Using web resources, look up small business information security. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· https://www.pcisecuritystandards.org/  Description of the PCI Standard.
· https://www.pcisecuritystandards.org/merchants/  Information on how to ensure a business is PCI-compliant.
· https://www.pcicomplianceguide.org/  A guide on PCI compliance.
ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1. The majority of payment card fraud is borne by __________.

B. Banks, merchants, and card processors

2. Which of the following statements best describes the objective of the PCI Security Standards Council?

C. The objective of the PCI Security Standards Council is to create a single payment card security standard.

3. A skimmer can be used to read ____________.

C. The associated PIN

4. According to PCI DDS, which of the following is true of the primary account number (PAN)?

B. It can be stored only in an unreadable (encrypted) format.

5. Which of the following statements best describes sensitive authentication data?

A. Sensitive authentication data must never be stored, ever.

6. Which of the following tasks is the PCI Security Standards Council not responsible for?

D. Enforcing PCI compliance

7. Which of the following statements best describes PCI DSS Version 3?

B. PCI DSS Version 3 is a departure from earlier versions because it promotes a risk-based approach.

8. Which of the following statements best describes the “cardholder data environment”?

D. All the above.

9. Sensitive authentication data does not include which of the following?

B. Card expiration date

10. Which of the following statements best describes the PAN?

A. If the PAN is not stored, processed, or transmitted, then PCI DSS requirements do not apply.

11. Which of the following statements is true?

C. When a debit or ATM card is lost or stolen, the cardholder liability depends on when the loss or theft is reported.

12. The terms CVV2, CID, CVC2, and CVV2 all refer to the ___________.

B. Security code

13. There are 12 categories of PCI standards. To be considered compliant, an entity must comply with or document compensating controls for _________.

A. All the requirements

14. Which of the following is not considered a basic firewall function?

B. Packet encryption

15. Which of the following is considered a secure transmission technology?

D. SFTP

16. Which of the following statements best describes key management?

A. Key management refers to the generation, storage, and protection of encryption keys.

17. Which of the following methods is an acceptable manner in which a merchant can transmit a PAN?

B. Using an HTTPS/SSL session

18. Which of the following statements is true?

A. The PCI requirement to protect all systems against malware requires that merchants select a malware solution commensurate with the level of protection required.

19. Which of the following documents lists injection flaws, broken authentication, and cross-site scripting as the top three application security flaws?

C. OWASP Top Ten

20. Which of the following security principles is best described as the assigning of the minimum required permissions?

C. Least privilege

21. Which of the following is an example of two-factor authentication?

D. Token and PIN

22. Skimmers can be installed and used to read cardholder data entered at ________.

D. All the above

23. Which of the following best describes log data?

A. Log data can be used to identify indicators of compromise.

24. Quarterly external network scans must be performed by a __________.

B. Authorized Scanning Vendor

25. In keeping with the best practices set forth by the PCI standard, how often should information security policies be reviewed, updated, and authorized?

C. Annually

26. Which of the following is true of PCI requirements?

A. PCI requirements augment regulatory requirements.

27. The difference between a Level 1 merchant and Levels 2–4 merchants is that ______________________________________________.

B. Level 1 merchants must complete an annual onsite compliance assessment.

28. Which of the following statements is true of entities that experience a cardholder data breach?

B. They may be reassigned as a Level 1 merchant.

29. Which of the following statements best describes the reason different versions of the SAQ are necessary?

A. The number of questions varies by payment card channel and scope of environment.

30. Which of the following statements is true of an entity that determines it is not compliant?

C. The entity should submit an action plan along with its SAQ.

Exercises

Exercise 15.1: Understanding PCI DSS Obligations
Student answers will vary.
Exercise 15.2: Understanding Cardholder Liabilities
Student answers will vary.

Exercise 15.3: Choosing an Authorized Scanning Vendor
Student answers will vary.

Exercise 15.4: Understanding PIN and Chip Technologies
Student answers will vary.

Exercise 15.5: Identifying Merchant Compliance Validation Requirements
Student answers will vary.

Projects

Project 15.1: Applying Encryption Standards
Student answers will vary.

Project 15.2: Completing an SAQ
Student answers will vary.

Project 15.3: Reporting an Incident
Student answers will vary.

Case Study

Student answers will vary.
7
Copyright © Prentice Hall




