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SecUrity PROGRAM AND POLICIES
Chapter 14
Regulatory Compliance for the Healthcare Sector
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Explain healthcare-related information security regulatory compliance requirements
· Understand the components of a HIPAA/HITECH-compliant information security program

· Prepare for a regulatory audit

· Know how to respond to an ePHI security incident

· Know how to respond to an ePHI security incident

chapter overview

This chapter examines the components of the HIPAA Security Rule and discusses the policies, procedures, and practices that healthcare entities need to implement to be considered compliant with HIPAA regulations. The chapter also discusses the changes to the HIPAA Security Rule and the HITECH Act and the Omnibus Rule. 
The major sections in this chapter are

1. The HIPAA Security Rule. The HIPAA Security Rule focuses specifically on safeguarding electronic protected health information (ePHI) in both public and private sector entities that process, store, or transmit ePHI. 
2. The HITECH Act and the Omnibus Rule. The HITECH Act was introduced in 2009 and the Omnibus Act in 2013. 
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key terms

Administrative safeguards: Documented policies and procedures for managing day-to-day operations, the conduct and access of workforce members to ePHI, and the selection, development, and use of security controls.
Documentation requirements: Maintenance of written (which may be electronic) documentation and/or records that includes policies, procedures, actions, activities, or assessments required by the Security Rule; and retention, availability, and update requirements related to the documentation. 
Electronic Protected Health Information (ePHI): Any type of PHI that is stored, created, and transmitted electronically.

Group-based access: Access that is granted by function.

Identifiable Health Information (IHI): The individual items of data that include a patient’s current, past, and future health information.

Identity-based access: Access that is granted by name.

Implementation specifications: Detailed descriptions of a method or approach.

Organizational requirements: Standards for business associate contracts and other arrangements, including memoranda of understanding between a covered entity and a business associate when both entities are government organizations; and requirements for group health plans.

Physical safeguards: A set of requirements meant to protect ePHI from unauthorized physical access.

Role-based access: Access that is granted by job/position.

Standards: Specific minimum requirements in policies. Standards are definite and required.

Technical safeguards: Focus on using technology to control access to ePHI.

Teaching notes

I.
The HIPAA Security Rule


Teaching Tips: The standards and implementation specifications apply to both public and private sector entities that process, store, or transmit ePHI. Interestingly, these regulations mirror what we now consider security best practices.


The main goal of the HIPAA Security Rule is to protect the confidentiality, integrity, and availability of all electronic protected health information that a covered entity creates, receives, maintains, or transmits. The bottom line is that if covered entities subscribe to security best practices and principles, they will easily achieve compliance.


Point out to students that noncompliance with the HIPAA Security Rule can be used in liability cases. The penalties for noncompliance were significantly increased by the Omnibus Rule of up to $1,500,000 per violation per year.
What Are the Administrative Safeguards?

The Security Management Process §164.308(a)(1)


Teaching Tips: The requirement is that covered entities have a formal security management process in place to address a full range of security issues.


Assigned Security Responsibility §164.308(a)(2)


Teaching Tips: The requirement is to appoint a security official who is responsible for the development and implementation of the policies and procedures required for the entity.


Workforce Security §164.308(a)(3)


Teaching Tips: The purpose of this standard is to ensure that there are appropriate policies, procedures, and safeguards in place in regard to access to ePHI by the entire workforce.


Information Access Management §164.308(a)(4)


Teaching Tips: The goal is to require that covered entities have formal policies and procedures for granting access to ePHI.


Security Awareness and Training §164.308(a)(5)


Teaching Tips: This regulation requires that the organization implements a security awareness and training program on specific topics.


Security Incident Procedures §164.308(a)(6)


Teaching Tips: This regulation addresses both reporting of and responding to security incidents.


Contingency Plans §164.308(a)(7)


Teaching Tips: The objective of this regulation is to establish (and implement as needed) policies and procedures for responding to an emergency or other occurrence that damages systems that contain ePHI.


Evaluation §164.308(a)(8)


Teaching Tips: This standard focuses on developing criteria and metrics for reviewing all standards and implementation specifications for compliance.


Business Associate Contracts and Other Arrangements §164.308(b)(1)


Teaching Tips: Covered entities must obtain satisfactory assurances that business associates appropriately safeguard shared ePHI.


What Are the Physical Safeguards?

Teaching Tips: The objective is to protect ePHI from unauthorized physical access.


What Are the Technical Safeguards?

Teaching Tips: The objective is to use technical controls to protect ePHI from unauthorized access.


What Are the Organizational Requirements?

Teaching Tips: One objective is to require contracts between covered entities and their business associates to meet the specific requirements in regard to ensuring the confidentiality, integrity, and availability of ePHI.

What Are the Policies and Procedures Standards?

Teaching Tips: The objective is to require covered entities to implement reasonable and appropriate policies pursuant to the Security Rule. All policies, procedures, actions, activities, and assessments related to the Security Rule must be maintained in written or electronic form.

II.      The HITECH Act and the Omnibus Rule


Teaching Tips: Mention that the HITECH Act widened the scope of privacy and security protections available under HIPAA. Mention that the final rule amended the description of business associate and considerably increased the fines for violations. Ask students to research resent HIPAA violations and to discuss the fines and criminal charges that have been applied. 
Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
Why are covered entities required to obtain satisfactory assurances that business associates are appropriately safeguarding ePHI?
Answer: Student answers will vary. Because business associates may not be covered entities under HIPAA (and therefore not subject to the Security Rule), a covered entity must require assurance that ePHI handled by business associates is protected.

B. Discussion Question 2
What is required for addressable implementation specifications under the HIPAA Security Rule?
Answer: Student answers will vary. For addressable specifications, covered entities must perform an assessment to determine whether the implementation specification is a reasonable and appropriate safeguard for implementation in the covered entity’s environment.
II.
Web Projects

A. Web Project 1 
Read about the issue of medical privacy versus healthcare quality (http://www.eurekalert.org/pub_releases/2005-05/uomh-mpv052305.php). How can these unintended limitations of HIPAA be overcome or mitigated?
Answer: This project can help students explore this significant regulation from another angle.

B. Web Project 2 
Read the following notice from the Office of the Chief Counsel of the IRS (http://www.irs.gov/pub/irs-ccdm/cc-2004-034.pdf). This document spells out the effect of HIPAA on IRS information gathering activities and makes it clear that after the IRS comes into possession of information, the HIPAA privacy rules no longer govern its use. Is the information then protected by another federal regulation? Why is the IRS not subject to HIPAA? Take a position and write a brief outline of critical points that support your opinion.
Answer: Student answers will vary.

Web Resources

Using web resources, look up HIPAA. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://www.hhs.gov/ocr/privacy/hipaa/administrative/omnibus/  Description of the Omnibus Rule.
· http://en.wikipedia.org/wiki/Health_Insurance_Portability_and_Accountability_Act  Wikipedia article on “Health Insurance Portability and Accountability Act (HIPAA).”

· http://www.legalarchiver.org/hipaa.htm  Full text of HIPAA.

· http://www.hipaacomply.com/  The definitive source for up-to-date information regarding HIPAA security and privacy compliance.

ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1. Which of the following statements best describes the intent of the initial HIPAA legislation adopted in 1996?

A. The intent of the initial HIPAA legislation was to simplify and standardize the healthcare administrative process.

2. Which of the following statements best describes the intent of the Security Rule published in 2003?

C. The intent of the Security Rule was to publish standards to protect ePHI.

3. In addition to healthcare providers, HIPAA/HITECH regulations apply to __________.

D. All the above

4. Which of the following statements is not true?

B. HIPAA is vendor-specific.

5. Which of the following federal agencies is responsible for HIPAA/HITECH administration, oversight, and enforcement?

A. Department of Health and Human Services

6. Which of the following is not a HIPAA/HITECH Security Rule category?

B. Compliance

7. Which of the following statements is true?

C. Implementation specifications are either required or addressable.

8. Which of the following statements best defines a business associate?

A. A business associate is a person or organization that creates, stores, processes, accesses, or transmits data on behalf of the CE.

9. In the context of HIPAA/HITECH, which of the following is not a factor to be considered in the determination of “reasonable and appropriate” security measures?

C. Geographic location of the CE

10. The Security Rule does not dictate a specific risk assessment methodology; however, the Department of Health and Human Services implementation and training guidance references which of the following methodologies?

A. NIST 800-30: Risk Management Guide for Information Technology Systems

11. Which of the following statements is true of the role of a HIPAA Security Officer?

D. The role of a HIPAA Security Officer must be assigned to a designated individual.

12. Which of the following statements best defines authorization?

B. Authorization is the process of granting users or systems a predetermined level of access to information resources.

13. Which of the following statements is false?

D. Clinical-based access is granted by patient name.

14. Which of the following would be considered an optional topic for workforce security training?

C. Organizational HIPAA compliance penalties

15. Users should be trained to recognize and _________ a potential security incident.

A. Report
16. Which of the following statements is true of HIPAA compliance?

C. There is no formal HIPAA/HITECH certification or accreditation process.

17. Which of the following statements is true of a business associate’s HIPAA/HITECH compliance requirements?

A. A business associate’s HIPAA/HITECH compliance requirements are the same as a healthcare provider.

18. According to the workstation security standard, when users leave their workstation unattended, they should _____________.

B. Lock the workstation

19. Which of the following is not an acceptable end-of-life disposal process for media that contains ePHI?

C. Recycle it.
20. Granting the minimal amount of permissions necessary to do a job reflects the security principle of ___________.

D. Least privilege

21. Both the HITECH Act and the Omnibus Rule refer to “unsecure data,” which means data __________.

C. That is unencrypted

22. Which of the following protocols/mechanisms cannot be used for transmitting ePHI?

D. HTTP

23. HIPAA-related documentation must be retained for a period of ______ years from the date of creation or the date it was last in effect, whichever is later.

C. six

24. Which of the following changes was not introduced by the Omnibus Rule?

B. The Omnibus Rule explicitly denied enforcement authority to the State Attorney’s General.

25. Effective September 2013, subcontractors of business associates _____________.

A. Are considered business associates

26. Which of the following is not a Security Rule violation category?

B. Did not cause

27. The “safe harbor” provision applies to __________.

A. Encrypted data

28. Which of the following is not required to be included in a breach notification?

D. Who was responsible for the breach

29. A HIPAA standard defines what a covered entity must do; implementation specifications ___________________________.

B. Describe how it must be done and/or what it must achieve

30. Subsequent legislation increased the maximum fines for HIPAA/HITECH violations to ______________________.

D. Up to $1,500,000 annually per violation category

Exercises

Exercise 14.1: Understanding the Difference Between Privacy and Security
Student answers will vary.
Exercise 14.2: Understanding Covered Entities
Student answers will vary.

Exercise 14.3: Identifying Key Factors for HIPAA/HITECH Compliance
Student answers will vary.

Exercise 14.4: Developing Security Education Training and Awareness
Student answers will vary.

Exercise 14.5: Creating Documentation Retention and Availability Procedures
Student answers will vary.

Projects

Project 14.1: Creating a HIPAA Security Program Manual Outline
Student answers will vary.

Project 14.2: Assessing Business Associates
Student answers will vary.

Project 14.3: Developing a HIPAA Training Program
Student answers will vary.

Case Study

Student answers will vary.
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