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Chapter objectives

· When students have finished reading this chapter, they will be able to:

· Define the concept of physical security and how it relates to information security
· Evaluate the security requirements of facilities, offices, and equipment
· Understand the environmental risks posed to physical structures, areas within those structures, and equipment
· Enumerate the vulnerabilities related to reusing and disposing of equipment
· Recognize the risk posed by the loss or theft of mobile devices and media
· Develop policies designed to ensure the physical environmental security of information, information systems, information processing, and storage facilities
chapter overview

Section 11 of the ISO 27002:2013 is dedicated to physical and environmental security with the objective of maintaining a secure physical environment. This chapter discusses the importance of physical and environmental security and related policies and procedures.
The major sections in this chapter are

1. Understanding the Secure Facility Layered Defense Model. Physical security is one of the most important domains of a comprehensive information security program. In a secure area, the assets are protected from both man-made and natural harm. A layered defense model ensure that if the intruder bypassed one level of access controls there are addition layers that can stop and prevent the attack.
2. Protecting Equipment. The protection of company and employee-owned equipment involves defining how equipment should be used, sited, maintained, and even disposed of. Unattended equipment and paper records, and even the position of computer monitors, enable information theft.
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key terms

Blackouts: Total loss of power.
Brownouts: Short periods of low voltage in utility lines. Brownouts are also called “voltage sag.”

Power surge: An incident characterized by an increase in the voltage that powers the electrical equipment.

Secure area: An area in which business is conducted, and where the assets are protected from both man-made and natural harm.

Teaching notes

I. Understanding the Secure Facility Layered Defense Model

Teaching Tips: The policy should also define the work environment in secure areas: how will people be allowed access, how will they be supervised and monitored, and what will be done to secure these areas when there are no personnel present? Have students brainstorm and develop a layered defense model for a campus location.
II.
Protecting Equipment


Teaching Tips: Remind students that protection of equipment from power outages and power spikes, as well as protection of cabling, must be considered. 

Data can be recovered even from reformatted drives, so sanitizing or destroying the information resident on old computers and other devices is an important part of information security. 

Everyone thinks about protecting property from theft, yet many people ignore the possibility of information theft and take few, if any, precautions. Have students list valuable information that may be stolen from them or from a business they have worked for. Ask students what precautions they take (or the business requires) to prevent information theft.
Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
Why would a business want critical information processing facilities to be inconspicuous? Third-party data centers are not inconspicuous, so how do businesses protect critical assets located in these places?
Answer: Students’ answers will vary. Basically, critical information processing facilities should be inconspicuous so that attention is not drawn to them. To steal information, you first have to find it. Third-party data centers are also relatively inconspicuous. The data center is often located away from the sales offices. Within the data center, extraordinary physical and environmental security policies and procedures should be in place because each client’s property needs to be isolated and protected from that of other clients as well.

B. Discussion Question 2
Who poses a threat to a business’s physical and environmental security?
Answer: Student answers will vary. The key here is that students realize that employees are as much of a threat as persons outside the organization, and the threat comes from intentional as well as accidental harm (for example, spilling a drink on a keyboard).
II.
Web Projects

A. Web Project 1 
Review the National Institute of Standards and Technology National Institute of Standards and Technology Generally Accepted Principles and Practices for Securing Information Technology Systems http://csrc.nist.gov/publications/nistpubs/800-14/800-14.pdf. Thinking of a business where you have worked, assess the business’s compliance with these guidelines. What areas are under- or unprotected? What are the dangers?
Answer: Student answers will vary. This project can help heighten student awareness of physical and environmental security issues.

B. Web Project 2

Compare and contrast Chapter 15 of NIST’s Special Publication 800-12, An Introduction to Computer Security – The NIST Handbook with Chapter 7 of your textbook. What new topics are covered? Where do these resources disagree?
Answer: Student answers will vary. This project can help students understand the variety of issues affecting physical and environmental security.

Web Resources

Using web resources, look up physical and environmental security. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://it.emory.edu/security/standards/physical_environmental_security.html  Comprehensive physical and environmental security guidelines for Emory University.
· http://csrc.nist.gov/publications/nistpubs/800-12/800-12-html/chapter15.html  Chapter 15, Physical and Environmental Security, from NIST’s Special Publication 800-12, An Introduction to Computer Security – The NIST Handbook.
ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1. Which of the following groups should be assigned responsibility for physical and environmental security?

D. A team of experts including facilities, information security, and building security

2. Physical and environmental security control decisions should be driven by a(n) ___________.

C. Risk assessment

3. Which of the following terms best describes CPTED?

A. Crime prevention through environmental design

4. Which of the following is a CPTED strategy?

D. All the above are CPTED strategies.

5. Which of the following models is known as the construct that if an intruder can bypass one layer of controls, the next layer of controls should provide additional deterrence or detection capabilities?

A. Layered defense model

6. Which of the following is a location-based threat?

D. All the above

7. Best practices dictate that data centers should be ______________.

C. Inconspicuous and unremarkable

8. Which of the following would be considered a “detection” control?

C. Motion sensors

9. Badging or an equivalent system at a secure facility should be used to identify ____________.

A. Everyone who enters the building

10. Which of the following statements best describes the concept of shoulder surfing?

B. Shoulder surfing is the act of looking over someone’s shoulder to see what is on a computer screen.

11. The term BYOD is used to refer to devices owned by ____________.

Company employees
12. Which of the following statements is not true about reducing power consumption?

D. Reducing power consumption increases CO2 emissions.

13. The United States government Energy Star certification indicates which of the following?

C. The product has met energy efficiency standards.

14. Which of the following actions contribute to reducing daily power consumption?

D. All the above

15. Which of the following terms best describes a prolonged increase in voltage?

B. Power surge

16. Common causes of voltage variations include ______________.

A. Lightning, storm damage, and electric demand

17. Adhering to building and construction codes, using flame-retardant materials, and properly grounding equipment are examples of which of the following controls?

C. Fire prevention controls

18. A Class C fire indicates the presence of which of the following items?

A. Electrical equipment

19. Classified data can reside on which of the following items?

D. All the above

20. Which of the following data types includes details about a file or document?

C. Metadata

21. URL history, search history, form history, and download history are stored by the device ___________.

B. Browser
22. Which of the following statements about formatting a drive is not true?

D. Formatting a drive permanently deletes files.

23. Disk wiping works reliably on which of the following media?

B. Conventional hard drives

24. The United States Department of Defense (DoD) medium security disk-wiping standard specifies which of the following actions?

C. Three iterations to completely overwrite a hard drive six times, plus 246 written across the drive, plus a read-verify process

25. Which of the following terms best describes the process of using a realigning and resetting particle to erase data?

B. Degaussing

26. Which of the following terms best describes the shredding technique that reduces material to fine, confetti-like pieces?

A. Cross-cut

27. A certificate of destruction is evidence that __________________.

D. The media has been destroyed

28. Which of the following amounts represents the average per-record cost of a data breach in the United States?

C. $188

29. Which of the following controls includes remote lock, remote wipe, and remote location?

B. Mobile device antitheft controls

30. In an environmental disaster, priority should be given to _______________.

A. Protecting human life

Exercises

Exercise 7.1: Researching Data Destruction Services
Student answers will vary.
Exercise 7.2: Assessing Data Center Visibility
Student answers will vary.

Exercise 7.3: Reviewing Fire Containment

Student answers will vary.

Exercise 7.4: Assessing Identification Types
Student answers will vary.

Exercise 7.5: Finding Data

Student answers will vary.

Projects

Project 7.1: Assessing Physical and Environmental Security Assessment

Student answers will vary.
Project 7.2: Assessing Data Center Design
Student answers will vary.

Project 7.3: Securing the Perimeter
Student answers will vary.

Case Study

Student answers will vary.
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