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Chapter 9
Access Control management 
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Explain access control fundamentals
· Apply the concepts of default deny, need-to-know, and least privilege
· Understand secure authentication
· Protect systems from risks associated with Internet connectivity, remote access, and telework environments
· Manage and monitor user and administrator access
· Develop policies to support access control management
chapter overview

Organizations have the dual task of providing multiple methods of secure access while simultaneously denying access to unauthorized users. Organizations must also audit and monitor access to information assets and information systems to be alerted to potential security violations.
The major sections in this chapter are

1. Access Control Fundamentals. The two fundamental postures are secure (default deny) and reactive (default permit). The default organizational attitude toward security is reflected in its security posture.
2. Infrastructure Access Controls. Remote access into internal networks often circumvents the perimeter protections and requires an additional analysis of risks that must be addressed with additional controls specific to remote access. Controls should be chosen based on the need for protection of each system to which remote access will be allowed.
3. User Access Controls. A policy must define what will be monitored as well as who will review all the logs generated, how often they will review them, and how long the logs will be retained in case they need to be referred to again.
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key terms

Biometrics: The authentication of humans by distinctive, measurable characteristics or traits.
Default deny: Access is unavailable until a rule, control list, or setting is modified to allow access.

Least privilege: A principle based on the concept of giving access only to the minimum level of resources/data needed to perform a specific task.

Need-to-know: Having a demonstrated and authorized reason for being granted access to information.

Remote Authentication Dial-In User Service (RADIUS): An open source AAA solution. AAA stands for Authentication, Authorization, and Accounting. Using a RADIUS server is a way to decide who can log on (authentication) and what he can do once logged on (authorization), and provides a way to record a user’s actions once logged on (accounting).

Retention: The practice of saving information for a specified period of time.

Security incident: Any adverse event whereby confidentiality, integrity, and/or availability of an information system (or information itself) is threatened.

Security posture: An organization’s attitude toward information security defined by its default position.

Single-factor authentication: An authentication technique that uses only one method to verify a user’s identity.

Terminal Access Controller Access Control System (TACACS+): A proprietary solution from Cisco, which is also licensed to other vendors such as HP. TACACS+ servers are an alternative to RADIUS servers. They are used for remote access authentication. TACACS+ is considered more reliable than RADIUS.

Virtual private network (VPN): The use of an unsecured network such as the Internet to create an encrypted tunnel between the secure network and a remote user. When connected to the secure network via a VPN, a remote user can have up to the same level of access to data and application systems as if they were local to the secure network.

Teaching notes

I.
Access Control Fundamentals

Teaching Tips: It is important to show students that there is a balance to be achieved. Security cannot be so restrictive as to stop the wheels of business from turning. But organizations need to realize that security plays a major role in accomplishing the mission of the organization, even though it is not the mission itself.

A good example is a bank teller, who has access to only one cash drawer, not the other tellers’ drawers and not the safe or safe deposit boxes, and so on. Emphasize for students that although not always convenient for individual employees, balance between security needs and the business need for productivity is often found with least privilege.


Emphasize to students that because hackers target user accounts when access has been gained to an organization’s network, this function should be one of the more strictly controlled functions of user management.


Remind students that special privilege accounts should be used only when the activity being performed requires the special privilege. Every person with a special privilege account should also have a basic user account with which to perform duties that do not require escalated privileges (for example, checking email). Although inconvenient, it keeps special accounts secure because malicious code will run in the security context of the logged-in user.

It cannot be emphasized enough that passwords should be secure (strong) and unique. (The same password is not used for multiple Web sites or applications by the same user.) No one should know a user’s password. Web sites or software that “remembers” a user’s login should be strictly prohibited. They can too easily be misused by unauthorized people to gain access to information resources.

Have students discuss the differences between single-factor authentication, multifactor authentication, and multilayer authentication and provide examples of each type.
II.
Infrastructure Access Controls

Teaching Tips: 
Make sure students understand the goal of network segmentation and layered security. Ask students to decide how a campus network should be segmented and list the devices that can be used to implement layered security. Remind students that as much as possible, use of organizational information should be secured through the use of VPN and other remote access technologies so that no data is actually stored on a laptop (or other portable device). If the device is compromised, only generic data will be resident. If connectivity is not possible, then data stored on any portable device must be encrypted using only company-approved methods.

Distinguish telecommuting policy from mobile computing for students: Telecommuting policy addresses the means of communication and the infrastructure concerns associated with networks that are not under organizational controls.

III.
User Access Controls

Teaching Tips: Help students understand that the key here is in the regular and periodic review and auditing of all the information generated by all the systems on any given network. Gathering the information is easy; continually reviewing and assessing it is where the difficulty lies.
Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
Create a secure password. What makes it secure?
Answer: Student answers will vary. Visit http://www.goodpassword.com/ as an example of a strong password generator. Strong passwords are at least eight characters in length and contain mixed case letters, as well as numbers and symbols.

B. Discussion Question 2
As the system administrator for a medium-sized company, how would you convince users that letting the computer operating system or browser application remember their passwords is against good security practices?
Answer: Student answers will vary. A system administrator might begin by reiterating the need for tight security (and the benefits to the organization of good security). A (management-approved) demonstration of how easily such a computer can be compromised and the potentially devastating consequences would go a long way to convincing many users, especially if they understand that their identity will appear in the logs. 
II.
Web Projects

A. Web Project 1 
On any Windows 7 or 8 computer, review the event logs and identify items that need further investigation. Use the information at http://support.microsoft.com/kb/308427 to help you. 
Answer: Student answers will vary. This project helps students explore logs and learn about basic log interpretation.

B. Web Project 2 
Make an argument for either single-factor or multiple-factor authentication in the workplace. Visit http://www.cnet.com/news/two-factor-authentication-what-you-need-to-know-faq/ and http://en.wikipedia.org/wiki/Strong_authentication for additional information to help you make your arguments. Consider cost, efficiency, and user compliance.
Answer: Student answers will vary. This project helps students explore an important access control issue and the associated trade-offs and benefits of each type of authentication.

Web Resources

Using web resources, look up access control. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://www.intranetjournal.com/articles/200311/ij_11_10_03a.html  “Access Control 101,” from the Intranet Journal.
· http://www.securitysolutions.com/  Access Control and Security Solutions magazine, a business-to-business publication that focuses on how America's commercial, industrial, and institutional facilities employ security systems to make their sites safer.
· http://www.comptechdoc.org/independent/security/policies/remote-access-policy.html  Sample remote access policy (other sample security policies including a mobile computer policy are available in the left navigation on the web page) from The Computer Technology Documentation Project, http://www.comptechdoc.org/. 
· http://www.nsa.gov/ia/  National Security Agency (NSA) division of Information Assurance.
ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1. Which of the following terms best describes access controls that are security features that govern how users and processes interact?

D. All the above

2. Which of the following terms best describes the process of verifying the identity of a subject?

D. Authentication

3. Which of the following terms best describes the process of assigning authenticated subjects permission to carry out a specific operation?

B. Authorization

4. Which of the following terms best describes the active entity that requests access to an object or data?

A. Subject

5. Which of the following security principles is best described as giving users the minimum access required to do their jobs?

C. Least privilege

6. Which of the following security principles is best described as prohibiting access to information not required for one’s work?

C. Need-to-know security principle

7. Which type of access is allowed by the security principle of default deny?

C. Access that is not explicitly permitted is forbidden.

8. Which of the following statements best describes the access rights of a user who has been granted Top Secret clearance at an organization that is using the mandatory access control (MAC) model?

C. The user can access specific categories of Top Secret information.

9. Who is responsible for DAC decisions?

A. Data owners

10. Which of the following terms best describes the control that is used when the SOP for user provisioning requires the actions of two systems administrators—one who can create and delete accounts and the other who assigns access permissions?

B. Segregation of duties

11. Which of the following types of network, operating system, or application access controls is user agnostic and relies on specific criteria such as source IP address, time of day, and geographic location?

C. Rule-based

12. Which of the following is not considered an authentication factor?

B. Inheritance

13. Which of the following terms best describes authentication that requires two or more factors?

B. Multifactor

14. Which of the following statements best describes reasons to change a password?

D. All the above.

15. Which of the following terms best describes a type of password that is a form of knowledge-based authentication that requires users to answer a question based on something familiar to them?

B. Cognitive

16. Which of the following types of authentication requires two distinct and separate channels to authenticate?

C. Out-of-band authentication

17. Which of the following terms best describes the internal network that is accessible to authorized users?

A. Trusted network

18. Rules related to source and destination IP address, port, and protocol are used by a(n) _____ to determine access.

A. Firewall
19. Which of the following statements is true of an intrusion detection system (IDS)?

C. An IDS uses signature-based detection and/or anomaly-based detection techniques.

20. Which of the following terms best describes a VPN?

C. Both A and B.

21. Which of the following statements best describes mutual authentication?

B. Mutual authentication is used to verify the legitimacy of the server before providing access credentials.

22. Network access controls (NAC) systems are used to “check” a remote device for which of the following?

D. All the above

23. Which of the following statements best describes teleworking?

C. An employee who works from a remote location on a scheduled basis

24. Which of the following statements is not true of monitoring access?

B. Monitoring access is illegal.

25. The objective of user access controls is to ensure that authorized users can access information and resources and that _______________________.

B. Unauthorized users are prevented from accessing information resources

26. Which of the following statements best describes whitelists?

A. Whitelists are IP addresses or Internet domain names of sites that are allowed.

27. Which of the following passwords is the strongest?

D. H8djwk!!j4

28. Which type of information about user access should be logged and analyzed?

D. All the above

29. Which of the following types of authentication requires a user to enter a password and answer a question?

C. Multilayer authentication

30. Access logs should be reviewed ______________.

A. Daily
Exercises

Exercise 9.1: Understanding Access Control Concepts
Student answers will vary.

Exercise 9.2: Managing User Accounts and Passwords
Student answers will vary.

Exercise 9.3: Understanding Multifactor and Mutual Authentication
Student answers will vary.

Exercise 9.4: Analyzing Firewall Rule Sets
Student answers will vary.

Exercise 9.5: Granting Administrative Access
Student answers will vary.

Projects

Project 9.1: Creating an RFP for Penetration Testing
Student answers will vary.
Project 9.2: Reviewing User Access Permissions
Student answers will vary.

Project 9.3: Developing Telecommuting Best Practices
Student answers will vary.

Case Study

Student answers will vary.
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