Instructor’s Manual Materials to Accompany 

SecUrity PROGRAM AND POLICIES
Chapter 10
INFROMATION systems ACQUISITION, development and maintenance
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Understand the rationale for the systems development lifecycle (SDLC)
· Recognize the stages of software releases
· Appreciate the importance of developing secure code
· Be aware of the most common application development security faults
· Explain cryptographic components
· Develop policies related to systems acquisition, development, and maintenance
chapter overview

This chapter focuses on different yet complementary aspects of security as it pertains to application development: building application systems, updating them, and securing the data that they provide.
The major sections in this chapter are

1. System Security Requirements. Security should be one the high-priority items during the design phase of any new application.
2. Secure Code. Aspects of programming that distinguish secure and sloppy code are discussed, including input validation and output validation.
3. Cryptography. The process of cryptography is defined and discussed in this section.
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key terms

Cipher text: Text that is unreadable by a human or a computer.
Cryptography: The process of transforming plain text into cipher text.

Digital signature: A hash of a message that uniquely identifies the sender and proves the message hasn’t changed since transmission.
Hashing: The process of creating a numeric value that represents the original text.
Key: A secret value in cryptography.

Teaching notes

I.
Systems Security Requirements of Systems


Teaching Tips: Discuss the Systems development lifecycle (SDLC). Have students identify each phase of the SDLC and explain what processes are occurring at each step. 
II.
Secure Code


Teaching Tips: Make it clear to students that secure code is always the result of careful planning that considers security as an element of the coding process from the beginning of the design phase through completion of the application. Sloppy code is everything else.


Help students understand that the generic idea behind input validation is to look at the characteristics of the expected data, and then make sure that the actual data entered matches these characteristics before allowing it to be transmitted to the back-end database.


Students do not always realize that even an application’s error messages can give valuable clues to hackers.

III.
Cryptography


Teaching Tips: Students often assume that cryptography is secure against most attacks. Emphasize that the two weaknesses of cryptography are keys that are not secured properly and keys that are so weak that they can be broken easily.



Digital signatures prove that the data integrity of an e-mail message is intact and that the person shown in the e-mail as the sender actually sent the e-mail. However, it is important for students to understand that although digital signatures prove authenticity, they do not provide confidentiality.

Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
Evaluate the following statement: 

To increase security, all data should be encrypted before transport.
Answer: Student answers will vary. Encryption means “overhead.” Encrypted information takes longer to be transmitted and processed by all the computers involved in the transaction. The data needs to be encrypted prior to the transaction, and again decrypted by the target computer before it can be displayed or stored. Only data that is classified as sensitive should be transferred in encrypted format.

B. Discussion Question 2
Is it safe to install a minor software patch that is primarily a bug fix?
Answer: Student answers will vary. New and improved code releases, even bug fixes, should not be installed on production servers without testing. All software updates or upgrades MUST be tested in an environment similar to that in which the new code will be deployed to be sure that all other installed software continues to work as expected. 
II.
Web Projects

A. Web Project 1 
Read the article “How to Write Insecure Code” at the Open Web Application Security Project (OWASP), http://www.owasp.org/index.php/How_to_write_insecure_code. Which “recommendations” in this article create the greatest vulnerabilities in the resulting code? What overall programmer attitude results in the worst code? Based on this article, write a serious article that summarizes best practices for writing secure code.
Answer: This project leads students to explore the process of securing code through a nontechnical, tongue-in-cheek article. Students should realize that all the vulnerabilities cited in the article are critical; any of them could result in serious security holes and risks. Programmers are exhorted to ignore standards, make code as complex as possible, and not document it.

B. Web Project 2

Search for “Firefox and Internet Explorer patch times” on the Internet. One interesting article is at http://www.informationweek.com/internet/showArticle.jhtml?articleID=193005378&subSection=Browsers but other good articles are available. Is counting the number of days users are vulnerable a fairer comparison than tallying the overall number of flaws in a piece of software? Decide and support your view with five solid reasons.
Answer: This project will introduce students to patches and some of the reasons patches are issued. 
Web Resources

Using web resources, look up application development and maintenance. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://www.owasp.org/  The Open Web Application Security Project (OWASP) is dedicated to finding and fighting the causes of insecure software.
· http://searchappsecurity.techtarget.com/  SearchAppSecurity.com is the online community for developers, architects, and executives interested in building secure enterprise applications. The site provides information on threats and vulnerabilities, countermeasures, tools, and technologies and provides guidance on how to bake security into the software development lifecycle.
· http://en.wikipedia.org/wiki/Cryptography  Wikipedia article on cryptography.
· http://www.sans.org/top20/  “The Top 20 Most Critical Internet Security Vulnerabilities, from SANS,” the most trusted and by far the largest source for information security training and certification in the world. The SANS (SysAdmin, Audit, Network, Security) Institute was established in 1989 as a cooperative research and education organization.

ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1. When is the best time to think about security when building an application?

B. At inception.

2. Which of the following statements best describes the purpose of the systems development lifecycle (SDLC)?

D. All the above.

3. In which phase of the SDLC is the need for a system expressed and the purpose of the system documented?

A. The initiation phase

4. During which phase of the SDLC is the system accepted?

B. The implementation phase

5. Which of the following statements is true?

B. Retrofitting security controls to an application system after implementation is sometimes necessary based on testing and assessment results.

6. Which phase of software release indicates that the software is feature complete?
B. Beta

7. Which phase of software release is the initial release of software for testing?

A. Alpha

8. Which of the following statements best describes the difference between a security patch and an update?

C. Patches fix security vulnerabilities; updates add features and functionality.

9. The purpose of a rollback strategy is to ______________.

B. Return to a previous stable state in case problems occur

10. Which of the following statements is true?

C. A test environment should be as close to the live environment as possible.

11. Which of the following statements best describes when dummy data should be used?

B. Dummy data should be used in the testing environment.

12. Which of the following terms best describes the process of removing information that would identify the source or subject?

D. De-identification

13. Which of the following terms best describes the open framework designed to help organizations implement a strategy for secure software development?

B. SAMM

14. Which of the following statements best describes an injection attack?

A. An injection attack occurs when untrusted data is sent to an interpreter as part of a command.

15. Input validation is the process of ___________.

B. Verifying data syntax

16. Which of the following types of data changes as updates become available?

C. Dynamic data

17. The act of limiting the characters that can be entered in a web form is known as ___________.

B. Input validation

18. Which statement best describes a distinguishing feature of cipher text?

C. Both A and B.

19. Which term best describes the process of transforming plain text to cipher text?

D. Encryption

20. Which of the following statements is true?

C. Digital signatures guarantee integrity and nonrepudiation.

21. Hashing is used to ensure message integrity by ____________.

A. Comparing hash values

22. When unauthorized data modification occurs, which of the following tenets of security is directly being threatened?

B. Integrity

23. Which of the following statements about encryption is true?

B. The security of the encryption relies on the key.

24. Which of the following statements about a hash function is true?

A. A hash function takes a variable-length input and turns it into a fixed-length output.

25. Which of the following values represents the number of available values in a 256-bit keyspace?

D. 2256
26. Which of the following statements is not true about a symmetric key algorithm?

C. The key must be publicly known.

27. The contents of a __________ include the issuer, subject, valid dates, and public key.

D. Digital certificate

28. Two different but mathematically related keys are referred to as ___________.

A. Public and private keys

29. In cryptography, which of the following is not publicly available?

D. Symmetric key

30. A hash value that has been encrypted with the sender’s private key is known as a _________.

B. Digital signature

Exercises

Exercise 10.1: Building Security into Applications
Student answers will vary.
Exercise 10.2: Understanding Input Validation
Student answers will vary.

Exercise 10.3: Researching Software Releases
Student answers will vary.

Exercise 10.4: Learning About Cryptography

Student answers will vary.

Exercise 10.5: Understanding Updates and Systems Maintenance
Student answers will vary.

Projects

Project 10.1: Creating a Secure App
Student answers will vary.

Project 10.2: Researching the Open Web Application Security Project (OWASP)
Student answers will vary.

Project 10.3: Researching Digital Certificates
Student answers will vary.

Case Study

Student answers will vary.
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