Instructor’s Manual Materials to Accompany 

SecUrity PROGRAM AND POLICIES
Chapter 3
information security framework
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Recognize the importance of the CIA security model and describe the security objectives of confidentiality, integrity, and availability
· Discuss why organizations choose to adopt a security framework
· Recognize the values of NIST resources
· Understand the intent of ISO/IEC 27000-series of information security standards
· Outline the domains of an information security program
chapter overview

This chapter focuses on the information security framework, which includes standards, information classification, and identification of information owners.
The major sections in this chapter are

1. Planning the Goals of an Information Security Program. Each piece of an information security program must work toward achieving a state in which data is confidential, has integrity, and is available (the CIA Triad). Supporting the CIA Triad are the Five A’s: accountability, assurance, authentication, authorization, and accounting.  

2. Identifying Information Ownership Roles. The roles of information owner and information custodian are defined and contrasted.
3. The ISO/IEC 27002:2013 Code of Standards for Information Security. This important framework of information security recommendations is introduced.
4. Using the Security Domains of the ISO 27002:2013. Each domain is briefly described. Subsequent chapters of this text examine each domain in depth.
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key terms

Accountability: The process of tracing actions to their source. One of the “Five A’s” of information security.

Accounting: The process of logging of access and usage of information or resources. One of the “Five A’s” of information security.

Assurance: Measurement of confidence in a control or activity. One of the “Five A’s” of information security.

Authentication: The process of confirming an identity. One of the “Five A’s” of information security.
Authorization: The process of granting access after proper identification and authentication. One of the “Five A’s” of information security.

Availability: The assurance that systems and information are accessible by authorized users when needed.

CIA Triad: The three tenets of information security: confidentiality, integrity, and availability.

Confidentiality: The protection of information from unauthorized people, resources, and processes.

Five A’s: The Five A’s of information security are accountability, assurance, authentication, authorization, and accounting.

Information custodians: Individuals in charge of maintaining the infrastructure on which the actual information travels and is stored. In most company, the IT department typically will be the information custodians.

Information owners: Individuals responsible for protecting information.

Integrity: The protection of information or processes from intentional or accidental unauthorized modification.

Service level agreement (SLA): An agreement between a service provider and a customer that specifically addresses availability of services.

Teaching notes

I.
Planning the Goals of an Information Security Program.

Teaching Tips: Help students realize that information security is not a “point-in-time” measurement but rather an ongoing process requiring vigilance and sustained effort. Then they will understand why it is important to write policies that facilitate consistency and sustainability.  

What Is Confidentiality?

Teaching Tips: Have students brainstorm threats to confidentiality using the list on p. 68 as a starting point.


What Is Integrity?

Teaching Tips: Have students brainstorm threats to integrity using the list on p. 69 as a starting point. Ask students to look at both lists and describe the difference between threats to confidentiality and threats to integrity.


What Is Availability?

Teaching Tips: Have students brainstorm threats to availability using the list on p. 71 as a starting point. Ask students to compare and contrast threats to availability, confidentiality, and integrity. Which type of threat is most likely to occur? (Availability – hardware will fail.)


The “Five As” of Information Security: Some Other Meaningful Letters and What They Stand For

II.
Identifying Information Ownership Roles

Teaching Tips: Have students discuss the difference between information owner and information custodian. Ask students to provide an example of each. 
III.
The ISO/IEC 27002:2013 Code of Standards for Information Security.

Teaching Tips: Explain the functions of NIST and ISO, and ask students to locate one document published from each of these organizations that deals with information security. 
IV.
Using the Security Domains of the ISO 27002:2013

Teaching Tips: The term “domain” may be confusing to students who think of a network domain or a web domain. Clearly define “domain” in this context (an ISO domain) as simply a category. Have students identify the ISO domains and the purpose of each domain.
Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
How does the ISO 27002:2013 standard relate to an organization’s information security policy?
Answer: Student answers will vary. The standard is a comprehensive set of information security recommendations comprising best practices in information security. As such, it provides a framework to help organizations of any size develop appropriate controls to maintain the confidentiality, integrity, and availability of information.

B. Discussion Question 2
Describe an effective policy.
Answer: Student answers will vary. For policies to be effective, they must be meaningful and relevant as well as appropriate to the size and complexity of the organization. The key is to understand what policy and control may be needed in any given environment and then develop, adopt, and implement the controls and policies that make sense for the organization.
II.
Web Projects

A. Web Project 1  

Visit the ISO Web site (http://www.iso.org) to find out how ISO standards are developed.
Answer: http://www.iso.org/iso/home/standards_development.htm  

B. Web Project 2  

Review the Table of Equivalent Classification Markings in Various Countries at Wikipedia. Discuss the difference between classifications used in Chile and the People’s Republic of China. Compare both to those used in the United States and to Switzerland. What conclusions can you draw?
Answer: Student answers will vary. Chile has only two levels of classification, whereas the People’s Republic of China ostensibly has three, but they are poorly defined. There is no formal system of classification in the People’s Republic of China, nor are there legal requirements limiting what can be declared secret or even prevent information previously released from retroactively being declared state secrets. The result of this makes it possible for the government to use this law to jail journalists who the government considers to be a danger to the ruling governing system.

The United States has only three levels of classification, and Switzerland has no level equivalent to “top secret.”

Web Resources

Using web resources, look up information classification. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://www.iso.org/  More information about the ISO.
· http://www.nist.gov/  More about NIST.

ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1.
Which of the following are the three principles in the CIA triad?

C. Confidentiality, integrity, availability

2. Which of the following is an example of acting upon the goal of integrity?

C. Ensuring that all modifications go through a change-control process

3. Which of the following is a control that relates to availability?

A. Disaster recovery site

4. Which of the following is an objective of confidentiality?

A. Protection from unauthorized access

5. As it pertains to information security, assurance is ____________________________.

B. The processes, policies, and controls used to develop confidence that security measures are working as intended

6. Which of the following terms best describes the granting of users and systems a predetermined level of access to information resources?

D. Authorization

7. Which of the following statements identify threats to availability? (Select all that apply.)

A. Loss of processing capabilities due to natural disaster or human error

C. Loss of personnel due to accident

8. Which of the following terms best describes the logging of access and usage of information resources?

C. Accounting

9. Which of the following combination of terms best describes the Five A’s of information security?

C. Accountability, assurance, authorization, authentication, accounting

10. An information owner is responsible for _____________________.

B. Protecting the information and the business results derived from use of that information

11. Which of the following terms best describes ISO?

B. International Organization for Standardization

12. Which of the following statements best describes opportunistic crime?

C. Crime that takes advantage of an identified weakness

13. Which of the following terms best describes the motivation for hactivism?

B. Political

14. The greater the criminal work factor, the _____

A. More time it takes

15. Which of the following terms best describes an attack whose purpose is to make a machine or network resource unavailable for its intended use?

C. Denial of service

16. Information custodians are responsible for _____

E. Implementing safeguards

17. The National Institute of Standards and Technology (NIST) is a(n) ______

C. U.S. government agency

18. The Internal Organization for Standardization (ISO) is _____

D. All the above

19. The current ISO family of standards that relates to information security is _______________.

C. ISO/IEC 27000

20. Which of the following terms best describes the security domain that relates to determining the appropriate safeguards as it relates to the likelihood of a threat to an organization?

D. Risk assessment

21. Which of the following terms best describes the security domain that relates to how data is classified and valued?

B. Asset management

22. Which of the following terms best describes the security domain that includes HVAC, fire suppression, and secure offices?

D. Physical and environmental controls

23. Which of the following terms best describes the security domain that aligns most closely with the objective of confidentiality?

A. Access control

24. The primary objective of the __________ domain is to ensure conformance with GLBA, HIPAA, PCI/DSS, FERPA, and FISMA.

B. Compliance

25. Processes that include responding to a malware infection, conducting forensics investigations, and reporting breaches are included in the _____________ domain.

C. Incident Management

26. Which of the following terms best describes a synonym for business continuity?

C. Availability

27. The ____________ can be held legally responsible for the safeguarding of legally protected information.

B. Information owner

28. Personnel screening, acceptable use, confidentiality agreements, and training are controls that relate to the ______________ domain.

C. Human Resources

29. Defining organizational roles, responsibilities, and authority relate to the __________ domain.

C. Governance

30. Which of the following security objectives is most important to an organization?

D. The answer may vary from organization to organization.

Exercises

Exercise 3.1: Understanding CIA
Student answers will vary.
Exercise 3.2: Understanding Opportunistic Cybercrime
Student answers will vary.
Exercise 3.3: Understanding Hacktivism or DDoS
Student answers will vary.
Exercise 3.4: Understanding NIST and ISO
Student answers will vary.

Exercise 3.5: Understanding ISO 27002 
Student answers will vary.

Projects

Project 3.1: Conducting a CIA Model Survey 
Student answers will vary.
Project 3.2: Preparing a Report Based on the NIST Special Publications 800 Series Directory
Student answers will vary.
Project 3.3: Preparing a Report on ISO 27001 Certification 
Student answers will vary.
Case Study

Student answers will vary.
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