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SecUrity program and policies
Chapter 1
Understanding policy 
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Describe the significance of policies
· Evaluate the role policy plays in corporate culture and civil society
· Discuss information security policy
· Identity the characteristics of a successful policy
· Discuss the Information Security Policy lifecycle 
chapter overview

This chapter is a high-level introduction to policy in all aspects of life. Students should receive a basic understanding of the nature of policy, identify the characteristics of a successful policy, and understand the phases of the policy lifecycle from development to review. This material will be critical in later chapters. 
The major sections in this chapter are

1. Defining Policy. Information security policy is defined. The key to writing policies lies in knowing what is protected and where it exists.  
2. Defining the Role of Policy in Corporate Culture. Policies support organizational goals and provide expectations that help sustain consistency in services, products, and corporate culture.  
3. Understanding What Makes a Policy Successful. Successful policies have the following seven characteristics: endorsed, relevant, realistic, attainable, adaptable, enforceable, and inclusive.  
4. Understanding the Role of Government in Policy. Government intervention is required to ensure its critical infrastructure and citizens are protected.
5. Understanding the Importance of the Policy Lifecycle. The success of a policy depends to a large degree on how the organization approaches the policy development process. The policy lifecycle consists of the four steps: develop, publish, adopt, and review. 
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key terms

Asset: A resource with value.
Corporate culture: The shared attitudes, values, goals, and practices that characterize a company or organization.
Guiding principles: Synthesize the fundamental philosophy or beliefs of an organization.
Information security policy: A policy that defines how an organization plans to protect its tangible and intangible information assets and ensure compliance with legal and regulatory requirements.
Policy: A set of rules combined to create a management framework that dictates how an organization will function.
Regulation: Intervention with the purpose of either restraining or causing a specific set of uniform actions.
Teaching notes

I.
Defining Policy

Teaching Tips: Emphasize that the key to writing policies lies in knowing what is protected and where it exists. Information security policy should secure information in three distinct states: stored, processed, and transmitted. Information in these states resides in information technology systems, on paper, and in human brains.  


In class, have students discuss what should be in a policy for a veterinarian’s office. Point out to students that class suggestions and comments center around what information needs to be protected (for example, account balances, credit card numbers, customer list, and appointment schedules) and where the information resides.
II.
Defining the Role of Policy in Corporate Culture


Teaching Tips: Without policies, it would be almost impossible to organize any group for any reason and for any length of time. Government policy can, in turn, require businesses to create their own policy to achieve and sustain compliance.


The function of well-written information security policies is to protect the organization, its employees, its customers, and also vendors and partners from harm resulting from intentional or accidental damage, misuse, or disclosure of information.
III.
Understanding What Make a Policy Successful

Teaching Tips: A successful policy should be supported by management, applicable to the organization, should make sense to the people it applies to, can be successfully implemented, can be changed when needed, can be enforced when needed, and includes all relevant parties.
IV.
Understanding the Role of Government in Policy


Teaching Tips: Government intervention is required to protect its critical infrastructures and citizens. Examples of government information security-related legislation are the Gramm-Leach-Bliley Act (GLBA) and the Health Insurance Portability and Accountability Act (HIPAA). States also play an important role is passing legislation when comprehensive national standards do not exists. The California Security Breach Information Act and the Massachusetts Standards for the Protection of Personal Information are two such examples.   
V.
Information Security Policy Lifecycle


Teaching Tips: Regardless of the type of policy, its success depends on how the organization approaches the process of development, publishing, adopting and reviewing the policy.    

Policy development

Teaching Tips: There are six main tasks involved in policy development: planning, researching, writing, vetting, approving, and authorizing.

Policy Publication

Teaching Tips: Policies should be communicated and made available to all parties they apply to. The company should provide training to reinforce the policies. Creating a culture of compliance can ensure all parties understand the importance of the policy and actively support it. 
Policy Adoption

Teaching Tips: The policy is implemented, monitored, and enforced. 

Policy Review

Teaching Tips: Policies are reviewed annually and outdated policies are updated or retired.   
Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
In addition to the Bible and the U.S. Constitution, identify another written policy that had (or still has) a profound effect on societies across the globe, including our own.
Answer: Students’ answers will vary. An acceptable policy should have been created out of a perceived need to guide human behavior in foreseeable circumstances, and even to guide human behavior when circumstances could not be or were not foreseen. 

B. Discussion Question 2
How do policies communicate corporate culture?
Answer: Corporate culture can be defined as the shared attitudes, values, goals, and practices that characterize a company or corporation. These attitudes, values, goals, and practices are communicated to all the organization’s employees, vendors, partners, and customers with policies that support organizational goals and provide expectations to help sustain consistency in the organization’s services and products.

II.
Web Projects

A. Web Project 1  

Visit the Department of Health & Human Services http://www.hhs.gov/ocr/hipaa/) to find out generally what the HIPAA Privacy Rule requires the average provider or health plan to do.
Answer: This project can help students explore an important government policy.

B. Web Project 2 

Go to http://www.hpl.hp.com/news/2006/jan-mar/fake.html and read the article. Based on this information, suggest a policy to deter the proliferation of counterfeit drugs. Who would create this policy? Who would be affected by it?
Answer: This project can further students’ understanding of government policy as a response to complex issues. Students’ answers will vary. 


C. Web Project 3 

Read about information security threats at http://searchsecurity.techtarget.com/topics/0,295493,sid14_tax299811,00.html. Which threats are the most critical? Which threats are the hardest to protect against?
Answer: This project provides more in-depth research into information security threats. Students’ answers should include their reasons for considering a threat more critical or hard to protect against.

Web Resources

Using web resources, look up information security. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://searchsecurity.techtarget.com/bestWebLinks/0,289521,sid14_tax281891,00.html  Security basics: Valuable resource links for those just entering the world of security. These FAQs, glossaries, portals, and other resources cover a wide range of topics, from biometrics to viruses.
· http://www.cert.org/  The CERT Coordination Center (CERT-CC) is a center of Internet security expertise that studies Internet security vulnerabilities, researches long-term changes in networked systems, and develops information and training to help others improve security. CERT-CC is located at the Software Engineering Institute, a federally funded research and development center operated by Carnegie Mellon University.
· http://www.us-cert.gov/  The United States Computer Emergency Readiness Team (US-CERT) is a partnership between the Department of Homeland Security and the public and private sectors. Established in 2003 to protect the nation's Internet infrastructure, US-CERT coordinates defense against and responses to cyber attacks across the nation.
ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1. 
Policies define which of the following?


D.
All the above

2.
Without policy, human beings would live in a state of


A.
Chaos
3.
A guiding principle is best described as which of the following?

B. 
A fundamental philosophy or belief

4.
Which of the following best describes corporate culture?


A.
Shared attitudes, values, and goals
5.
Which of the following is a true statement?


B.
Guiding principles set the tone for a corporate culture.
6.
Which of the following best describes the role of policy?


D.
All the above
7.
An information security policy is a directive that defines which of the following?


C.
How an organization protects information assets and systems

8.
Which of the following is not an example of an information asset?


D.
Building graffiti
9.
What are the seven characteristics of a successful policy?

B.
Endorsed, relevant, realistic, attainable, adaptable, enforceable, and inclusive

10.
A policy that has been endorsed has the support of which of the following?


D.
Management
11. 
Who should always be exempt from policy requirements?


C.
No one
12.
“Attainable” means that the policy ___________.

A.
Can be successfully implemented
13.
Which of the following statements is always true?


C.
Policies should be adaptable.
14.
If a policy is violated and there is no consequence, the policy is considered to be which of the following?


A.
Meaningless 
15.
Who must approve the retirement of a policy?

C.
Executive management or the Board of Directors

16.
Which of the following sectors is not considered part of the “critical infrastructure”?
D.
Chemical industry
17.
Which term best describes government intervention with the purpose of causing a specific set of actions?

C.
Regulation

18.
The objectives of GLBA and HIPAA, respectively, are to protect __________.


A.
Financial and medical records

19.
Which of the following states was the first to enact consumer breach notification?


D.
California

20.
In 2010, Massachusetts became the first state in the nation to require _________.

B.
Minimum standards for the protection of personally identifiable information of Massachusetts residents

21.
Which of the following terms best describes the process of developing, publishing, adopting, and reviewing a policy?

D.
Policy lifecycle
22.
Who should be involved in the process of developing policies?


C.
Personnel throughout the company
23.
Which of the following does not happen in the policy development phase?


B.
Enforcement
24. Which of the following occurs in the policy publication phase?

         D. All the above

25. Normative integration is the goal of the adoption phase. This means ________.

        C. The policy becomes expected behavior; all others being deviant.

26. How often should policies be reviewed?

        D. At least annually or sooner if there is a significant change

27. Which of the following phrases best describes the concept of “championing a policy”?

        A. A willingness to lead by example, encourage, and educate

28. Which of the following phrases best describes the philosophy of “honoring the public trust”?

       C. Being a careful steward of information in your care

29. Who should authorize policies?

       A. Directors or executive management

30. Which of the following statements is not an objective of information security?

       D. To protect information and information systems from authorized users

Exercises

Exercise 1.1: Understanding Guiding Principles
Student answers will vary.

Exercise 1.2: Identifying Corporate Culture
Student answers will vary.
Exercise 1.3: Understanding the Impact of Policy
Student answers will vary.
Exercise 1.4: Understanding Critical Infrastructure
Student answers will vary.

Exercise 1.5: Understanding Cyber Threats
Student answers will vary.
Projects

Project 1.1: Honoring the Public Trust

Student answers will vary.
Project 1.2: Understanding Government Policy
Student answers will vary.
Project 1.3: Developing Communication and Training Skills
Student answers will vary.
Case Study

Student answers will vary.
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