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SecUrity PROGRAM AND POLICIES
Chapter 11
INformation Security Incident management
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Prepare for an information security incident

· Identify an information security incident

· Recognize the stages in incident management
· Properly document an information security incident

· Understand federal and state data breach notification requirements

· Consider an incident from the perspective of the victim

· Create policies related to information security incident management
chapter overview

Security-related incidents are becoming more and more common. A single incident can prove catastrophic to a company beyond the point of recovery. Incident preparedness includes having policies, strategies, plan, and procedures.
The major sections in this chapter are

1. Organizational Incident Response. Incidents drain company resources and can be costly. Incidents should be kept to a minimum and each organization should have an incident response plan in place.  
2. Data Breach Notification Requirements. Certain federal regulations address the protection of personally identifiable information. Many states have breach notification laws in place to protect their residents. 
chapter outline

I.
Chapter Objectives

II.
Introduction
III.
Organizational Incident response  

What Is an Incident?
How Are Incidents Reported?

What Is an Incident Response Program?

What Happened? Investigation and Evidence Handling.
IV.
Data Breach Notification Requirements 

Is There a Federal Breach Notification Law?

Does Notification Work?
V. 
Summary

VI.
Test Your Skills

VII.
Exercises

VIII.
Projects

IX.
Case Study

key terms

Denial of service (DoS) attack: An attack that successfully prevents or impairs the normal authorized functionality of networks, systems, or applications by exhausting resources or in some way obstructing or overloading the communication channel. 
Designated incident handlers (DIHs): Senior-level personnel who have the crisis management and communication skills, experience, knowledge, and stamina to manage an incident.
Incident response coordinator (IRC): The central point of contact for all incidents.
Incident response plan (IRP): A roadmap, guidance, and instructions related to preparation, detection and analysis, initial response, containment, eradication and recovery, notification closure and post-incident activity, and documentation and evidence-handling requirements.

Incident response team (IRT): A carefully selected and well-trained team of professionals that provides services throughout the incident lifecycle.
Information security incident: An adverse event that threatens business security and/or disrupts service.
Teaching notes

I. Organizational Incident response   



Teaching Tips: Incident can be costly to companies. Every organization should have an incident response plan in place and should train employees to report all suspected incidents. Have students research the 10 most common incidents and discuss their findings. Discuss the four steps outlined by NIST Special Publication 800-87 for performing digital forensics. 
II. Data Breach Notification Requirements 
Teaching Tips: Explain that most states have some form of data breach notification laws. Have students research the states that don’t have breach notification laws and share their findings. Ask students to select one of the states, research its breach notification laws, and present their findings to the rest of the class. 
Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
What should be included in an incident response plan?
Answer: Student answers will vary. 


B. Discussion Question 2
What is chain of custody and what is its role in a forensic investigation?
Answer: Student answers will vary. 
II.
Web Projects
A. Web Project 1 
Visit the following two sites that have examples of incident response plans at http://www.cio.ca.gov/ois/government/library/documents/incident_response_plan_example.doc and http://www.mckinsey.com/insights/business_technology/how_good_is_your_cyberincident_response_plan. Develop an incident response plan based on the examples. 
Answer: Student answers will vary
B. Web Project 2 
Visit the following site to learn more about ransomware: http://blog.malwarebytes.org/intelligence/2013/10/cryptolocker-ransomware-what-you-need-to-know/.
How does this particular type of ransomware works? What can be done to protect against this malware? What can be done after the system has been infected?

Answer: This project can help students explore a new type of ransomware that encrypts information. Student answers will vary. 
Web Resources

Using web resources, look up business continuity management. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://www.forensicfocus.com/  Forensic Focus ( computer forensics and data recovery news and discussion. Offers resources (articles, recommended books, and downloads) as well as forums, email discussion lists, and a monthly newsletter.
· http://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901  SANS Institute incident handlers’ handbook.
· http://www.sans.org/reading-room/whitepapers/incident/computer-incident-response-team-641  SANS Institute computer incidence response team guidelines.
ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1. Which of the following statements best defines incident management?

B. Incident management is a consistent approach to responding to and resolving issues.

2. Which of the following statements is true of security-related incidents?

B. Over time, security-related incidents have become more prevalent and more disruptive.

3. Minimizing the number of incidents is a function of which of the following?

C. Risk management

4. An information security incident can ___________.

A. Compromise business security

B. Disrupt operations

C. Impact customer trust

D. All the above

5. Which of the following statements is true when an information security-related incident occurs at a business partner or vendor who hosts or processes legally protected data on behalf of an organization?

B. The organization must be notified and respond accordingly.

6. Which of the following attack types best describes a targeted attack that successfully obstructs functionality?

C. DDoS attack

7. A celebrity is admitted to the hospital. If an employee accesses the celebrity’s patient record just out of curiosity, the action is referred to as __________.

A. Inappropriate usage

8. Employees who report incidents should be ___________.

B. Praised for their actions

9. Which of the following statements is true of an incident response plan?

A. An incident response plan should be updated and authorized annually.

B. An incident response plan should be documented.

C. An incident response plan should be stress tested.

D. All the above.
10. Which of the following terms best describes a signal or warning that an incident may occur in the future?

B. A precursor

11. Which of the following terms best describes the process of taking steps to prevent the incident from spreading?

B. Containment

12. Which of the following terms best describes the addressing of the vulnerabilities related to the exploit or compromise and restoring normal operations?

D. Recovery

13. Which of the following terms best describes the eliminating of the components of the incident?

C. Eradication

14. Which of the following terms best describes the substantive or corroborating evidence that an incident may have occurred or may be occurring now?

A. Indicator of compromise

15. Which of the following is not generally an incident response team responsibility?

C. Incident plan auditing

16. Incident response activity logs should not include which of the following?

D. Cost of the activity

17. The decision to contact law enforcement should be made ______________.

A. Early in the incident lifecycle

18. Which of the following agencies’ investigative responsibilities include financial fraud, money laundering, and identity theft?

C. Secret Service

19. Documentation of the transfer of evidence is known as a ____________.

B. Chain of custody

20. Data breach notification laws pertain to which of the following?

C. PII

21. Federal breach notification laws apply to _____________.

A. Specific sectors such as financial and healthcare

22. HIPAA/HITECH requires ______________ within 60 days of the discovery of a breach.

A. Notification be sent to affected parties

23. With the exception of the ___________, all federal agencies are required to act in accordance with OMB M-07-16: “Safeguarding Against and Responding to the Breach of Personally Identifiable Information” guidance.

D. Veterans Administration

24. Which of the following statements is true of state breach notification laws?

B. State laws exist because there is no comparable federal law.

25. Which of the following states was the first state to enact a security breach notification law?

C. California

26. Which of the following statements is true concerning the Texas security breach notification law?

A. The Texas security breach notification law includes requirements that in-state businesses provide notice to residents of all states.

27. Consumers are most concerned about compromise of their _______________.

A. Password/PIN and SSN

28. Which of the following statements is true?

B. Consumers want to be notified of a data breach and they overwhelmingly expect to be provided as much detail as possible.

29. Incident response plans and procedures should be tested ____________.

C. On an ongoing basis

30. The Board of Directors (or equivalent body) is responsible for ____________.

D. Authorizing incident response policies

 Exercises

Exercise 11.1: Assessing an Incident Report
Student answers will vary.
Exercise 11.2: Evaluating an Incident Response Policy
Student answers will vary.

Exercise 11.3: Researching Containment and Eradication 
Student answers will vary.

Exercise 11.4: Researching a DDoS Attack
Student answers will vary.

Exercise 11.5: Understanding Evidence Handling
Student answers will vary.

Projects

Project 11.1: Creating Incident Awareness
Student answers will vary.
Project 11.2: Assessing Security Breach Notifications
Student answers will vary.
Project 11.3: Comparing and Contrasting Regulatory Requirements
Student answers will vary.
Case Study

Student answers will vary.
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