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SecUrity PROGRAM AND POLICIES
Chapter 12
Business continuity management
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Define a disaster.
· Appreciate the importance of emergency preparedness.

· Analyze threats, risks, and business impact assessments.

· Explain the components of a business continuity plan and program.

· Develop policies related to business continuity management.

chapter overview

Emergencies, disruptions, disasters, accidents, and injuries can occur any time. The primary objective of disaster response, recovery, and business continuity policies, plans, and procedures is to ensure continued operations by providing for the safety of employees and customers, protecting the organization’s assets, and restoring operating services after a business interruption.
The major sections in this chapter are

1. Emergency Preparedness. The concept of disaster is defined and discussed, along with the need for an organization to assess potential disasters. 
2. Business Continuity Risk Management. Although disasters are unexpected, they can be anticipated. Business continuity risk management is covered in this section.
3. The Business Continuity Plan. There are a myriad of roles and responsibilities in designing, approving, implementing, managing, and maintaining a business continuity plan. The goal of contingency plans is to continue to provide services to customers, comply with regulatory requirements, and continue internal operations during a period when information systems and/or a normal operating environment is not available.
4. Plan Testing and Maintenance. The objective of a testing program is to ensure that plans and procedures are accurate, relevant, and operable under adverse conditions.
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key terms

Business continuity: Covers alternative business processes used throughout the organization prior to full recovery.

Business contingency operating procedures (BCOPs): Instructions written as simply as possible, using short, direct sentences so that the reader can quickly understand and, if necessary, memorize the steps in the procedure. This documentation follows the same form as standard operating procedures (SOPs).

Business continuity plan (BCP): A plan to ensure the ongoing viability of a business. A BCP forms the backbone of any data recovery effort an organization undertakes following a disaster.

Business contingency procedures: Alternative methods of operation used when normal operating conditions are not available.

Business impact assessment (BIA): The process of determining the impact a disruption has on an organization.

Business recovery: Covers the process of recovering information systems to their original state.

Disaster: A disruption of normal business functions where the expected time for returning to normalcy would seriously impact the organization’s capability to maintain operations.

Disaster preparation: Covers what needs to be done by an organization in anticipation of a disaster.

Disaster response: Covers what should be done by an organization immediately following a significant incident.

Service-level agreement (SLA): An agreement between a service provider and a customer that specifically addresses availability of services.
Teaching notes

I. Emergency Preparedness 


Teaching Tips: Remind students that emergency preparedness is a civic duty and regulatory requirement. Without good risk assessment, organizations cannot plan effective responses.

II. Business Continuity Risk Management 

Teaching Tips: Explain that continuity planning involves ensuring the company can continue to perform essential business functions. Have students discuss the difference between business continuity threat assessment and business continuity risk assessment. Discuss the steps in performing a business impact analysis. 
III. The Business Continuity Plan

Roles and Responsibilities

Teaching Tips: Remind students that all roles should be predefined and documented. All participants should understand their roles and receive training (ahead of time!) where appropriate.


Emphasize to students that the business continuity team is a team of people, not a single individual, representing a cross-section of the organization and with a designated leader. A second-in-command person should be trained to assume the leader position because this team will operate in unpredictable situations.

Describe a call tree to students. Discuss alternative methods of notification. (For example, how do students learn about a school closing?) Ask students what has to be done in advance to use either notification method.

Remind students that a disaster response can be orderly instead of chaotic when there are established procedures and responsibilities. Use Hurricane Katrina as an example. Have students think through what would happen to a business (for example, a chain of pet food stores) that had not prepared. What would happen the morning after Hurricane Katrina? Then ask them to describe the preparation needed to change this scenario. Why is preparation important?


Discuss with students that plan activation also opens the door for a host of nonoperational business concerns, like public safety, employee relations, media relations, customer relations, and crime. The business continuity plan needs to specify how these will be addressed and who is responsible. 

Emphasize to students that it is not realistic to assume that all services and operations can continue after every disaster. Critical services and operations should have been identified during the risk assessment process before preparing the BCP.

VIII.
Plan Testing and Maintenance


Teaching Tips: Strongly emphasize to students that proactive testing approaches are essential, as important as demonstrating success is uncovering inadequacies. The worst time to find out that your plans were incomplete, outdated, or just plain wrong is in the midst of a disaster. Remind students that the more essential the function, the more rigorous the testing program should be.




Help students understand that because business environments are dynamic, the BCP as well as the risk assessment and business impact analysis need to be reviewed on a scheduled basis to ensure that their components accurately reflect the needs of the organization. 


A common mistake is to assume that the IT department is responsible for BCP. However, planning for business continuity is a wide-ranging, functional plan of action, not just a list of procedures for recovering information systems.

Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
Why should the IT department not be solely responsible for business continuity?
Answer: Student answers will vary. Planning for business continuity is a wide-ranging, functional plan of action that needs to involve a cross-section of the organization in planning and execution, not just a list of procedures for recovering information systems. 

B. Discussion Question 2
Why does plan activation open the door to a host of nonoperational business concerns?
Answer: Student answers will vary. For any organization, recovering from a disaster involves more than just restoring service to customers and continuing internal operations. The organization must communicate effectively with the media, as well as customers and employees. Public safety concerns must be addressed. Enhanced protection measures may be needed for personnel and property during recovery.
II.
Web Projects

A. Web Project 1 
Read more about American business attitudes toward public warning and business continuity, archived at the Partnership for Public Warning (http://www.bridgemultimedia.com/eas/ppw.php) and read the recommendations for emergency preparedness. The CEO has read the summary and believes it supports his views that BCPs are not essential. All that preparation is a waste of time, money and effort that is better directed toward current organizational challenges.  How would you respond?
Answer: This project can help students explore the arguments for and against BCPs, while familiarizing themselves with relatively recent business practices (as expressed in the survey).

B. Web Project 2 
Visit the Redmond, WA, fire department site to learn about the different types of disasters it cataloged (http://www.redmond.gov/PublicSafety/DisasterPreparedness/) and possible local impacts of these disasters. Which disasters are particularly critical for a business in Redmond, WA? 
Answer: This project can help students methodically explore various types of disasters. They should conclude that although some disasters are less likely to occur, all these disasters can be critical for a business.
Web Resources

Using web resources, look up business continuity management. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://www.continuitycentral.com/  Continuity Central provides a constantly updated one-stop resource of business continuity news, jobs, and information.

· http://en.wikipedia.org/wiki/Business_Continuity_Planning  The Wikipedia entry for Business Continuity Planning.

· http://csrc.nist.gov/publications/nistpubs/800-34-rev1/sp800-34-rev1_errata-Nov11-2010.pdf  NIST document on developing a Disaster Recovery and Business Continuity Plan.

ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1. Which of the following terms best describes the primary objective of business continuity?

B. Availability

2. Which of the following statements best describes a disaster?

C. A disaster is a significant disruption of normal business functions.

3. Flood, fire, and wind are examples of which type of threat?

B. Environmental

4. Which of the following terms best describes the process of identifying viable threats and likelihood of occurrence?

B. Threat assessment

5. Which of the following terms best describes the process of evaluating the sufficiency of controls?

A. Risk assessment

6. Which of the following statements best describes the outcome of a BIA?

D. All the above

7. An acceptable length of time a business function or process can be unavailable is known as _________________.

C. Maximum tolerable downtime (MTD)

8. The recovery point objective (RPO) represents ____________.

A. Acceptable data loss

9. Recovery time objectives relate to which of the following?

C. Information systems

10. Which of the following plans are included in a BCP?

D. All the above

11. Legal and regulatory accountability for an organization’s preparedness is assigned to _______________.

C. The Board of Directors or organizational equivalent

12. The authority to declare an emergency and activate the plan is owned by ____________.

B. Executive management

13. Which of the following plans includes evacuation and in-shelter procedures?

B. The occupant emergency plan

14. Which of the following entities is responsible for the ongoing command of operations in the event of a disaster?

B. The BCT

15. The designated location for the BCT operations is referred to as the ___________.

C. Command and control center

16. Contingency and recovery procedures should include a level of detail appropriate for which of the following entities?

B. Cross-trained personnel or service providers familiar with the organization

17. The BCT is tasked with all the following activities except ___________.

D. Auditing the plan

18. Which type of alternative data-processing facility is fully equipped with all resources required to maintain operations?

A. Hot site

19. Which type of alternative data-processing facility has power and HVAC but not equipment?

C. Cold site

20. Which of the following statements is true of the IT department’s responsibilities?

B. The IT department is responsible for recovery and resumption related to the information system and supporting infrastructure.

21. Which of the following statements best describes the primary objective of an organization’s contingency plan?

D. The primary objective of an organization’s contingency plan is for the organization to continue to provide services.

22. Which of the following entities is responsible for developing, validating, and training personnel on operational contingency plans?

A. Business process owners

23. Validation and deactivation activities are part of __________.

D. Resumption
24. Which of the following should not be included in service provider agreements?

D. Emergency passcodes

25. Plan maintenance includes which of the following?

D. All the above

26. Structured walkthrough exercises are designed to validate _________.

A. Procedures
27. Tabletop simulation exercises are designed to validate __________.

D. Readiness
28. Which of the following entities should conduct BCP audits?

C. Independent auditors

29. Which of the following organizations is the federal agency whose primary responsibility is to respond to disasters and assist with business recovery?

C. Federal Emergency Management Agency (FEMA)

30. Which term best describes organizations that have the ability to quickly adapt and recover from known or unknown changes to the environment?

B. Resilient

Exercises

Exercise 12.1: Assessing Threats
Student answers will vary.
Exercise 12.2: Analyzing an Occupant Emergency Response Plan
Student answers will vary.

Exercise 12.3: Assessing the Training and Testing of an Occupant Emergency Response Plan

Student answers will vary.

Exercise 12.4: Researching Alternative Processing Sites
Student answers will vary.

Exercise 12.5: Researching the Federal Emergency Management Agency

Student answers will vary.

Projects

Project 12.1: Assessing Disruptions in Business Continuity
Student answers will vary.
Project 12.2: Evaluating Business Continuity Plans
Student answers will vary.
Project 12.3: Assessing the impact of “the Cloud” on Business Continuity
Student answers will vary.
Case Study

Student answers will vary.
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