Instructor’s Manual Materials to Accompany 

SecUrity PROGRAM AND POLICIES
Chapter 13
Regulatory Compliance

for Financial Institutions
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Explain financial institution information security regulatory compliance requirements.

· Understand the components of a GLBA-compliant information security program

· Prepare for a regulatory examination
· Respond to the twin threats of personal identity theft and corporate account takeover
chapter overview

This chapter examines, from a policy perspective, the regulations applicable to the financial sector. It focuses on Title 5 Section 501(b) of the Gramm-Leach-Bliley Act (GLBA) and discusses how federal examiners assess compliance with the various regulations. The chapter concludes with a look at identity theft.
The major sections in this chapter are

1. The Gramm-Leach-Bliley Act. This important act’s history and impact are discussed as well as the Financial Privacy Rule. Interagency Guidelines require that the Board of Directors or an appropriate committee of the Board approve a financial institution’s written information security program.
2. Personal and Corporate Identity Theft. Identity theft is one of the most significant issues of our times. The regulatory agencies responsible for the U.S. banking sector have issued a supplement that describes response programs, including customer notification procedures, that a financial institution should develop and implement to address unauthorized access to or use of customer information that could result in substantial harm or inconvenience to a customer.
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key terms

Audit: An evidence-based examination that compares current practices against a specific internal or external criteria.
Identity theft: Consists of gathering enough personal information about a person to impersonate him and to defraud the individual and/or the financial institutions through which bank accounts, credit card accounts, and loans are opened.

Nonpublic Personal Information (NPI) As defined in the GLBA, protected customer information that includes names, addresses, and phone numbers linked to bank and credit card account numbers, income and credit histories, and Social Security numbers.
Residual risk: The level of risk after controls have been implemented.
Threat: A potential danger to an asset or resource.

Threat analysis: The systematic rating of threats based upon associated risks and probability.

Threat assessment: The identification of types of threats that an organization might be exposed to.

Threat probability: The likelihood of a threat materializing in a given timeframe, absent of appropriate mitigating controls.
Threat risk: The potential level of impact based upon institutional, industry, and technology knowledge.

Teaching notes

I.
The Gramm-Leach-Bliley Act.

Teaching Tips: In “modernizing” financial services by ending regulations that prevented the merger of banks, stock brokerage companies, and insurance companies, the GLBA carries a high risk for misuse of information. However, Title 5 and Section 501(b) of GLBA as well as the Financial Privacy Rule specifically address protecting both the privacy and security of financial information.
Seven federal agencies and the states administer and enforce the Financial Privacy Rule and Section 501(b). The type of financial institution or financial services organization governs the agency tasks with enforcing the regulations, as well as the type and severity of the penalties.


Most important for students to realize is that the Safeguards Act is not as comprehensive as the Interagency Guidelines. In addition, organizations subject to the act are not audited for compliance unless a complaint is filed.

II.
Personal and Corporate Identity Theft 
Teaching Tip: Mention that identity theft is one of the fastest growing crimes worldwide. Ask students to research recent cases of identity theft and identify the process victims of identity theft can follow to get their identity back. 
Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
Because privacy protections are already an inherent part of the GLBA, why is the Interagency Guidelines needed as a response to identity theft?
Answer: Student answers will vary. The Guidelines describes response programs, including timely customer notification procedures. The NPI data continues to be protected, but now customers as well as regulatory and law enforcement agencies are notified of attempts to access customer information systems.

B. Discussion Question 2
What is the relationship between GLBA and ISO 27002:2013?
Answer: Student answers will vary. GLBA requires that financial institutions implement, maintain, and monitor an information security program to ensure the confidentiality, integrity, and availability of nonpublic personal information. GLBA required eight federal agencies to develop appropriate standards. ISO 27002:2013 is a framework for information security. The standards for financial institutions can be mapped to ISO 27002:2013 domains.
II.
Web Projects

A. Web Project 1 
Visit the Electronic Privacy Information Center (EPIC) (http://www.epic.org/privacy/glba/victoriassecret.html) to learn how a Victoria's Secret catalog was one of the key reasons that Congress included privacy protections for financial information when passing the Gramm-Leach-Bliley Act (GLBA). Are additional privacy protections necessary today? What technology advances are creating new sources of NPI or allowing other companies to access NPI? Write a letter to your senator describing your concerns. 
Answer: This project leads students to explore privacy issues in more detail.

Web Resources

Using web resources, look up GLBC. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://www.ftc.gov/privacy/privacyinitiatives/glbact.html  The FTC site for privacy initiatives covers the FTC’s Safeguards Rule and the Financial Privacy Rule.
· http://en.wikipedia.org/wiki/Gramm-Leach-Bliley_Act  The Wikipedia article on the Gramm-Leach-Bliley Act (GLBA).

· http://www.consumer.gov/idtheft/  The FTC’s identify theft Web site.

ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1. Which of the following statements best defines the type of organizations that are subject to GLBA regulations?

C. GLBA applies to any business engaged in financial services.

2. The Financial Modernization Act of 1999 __________________.

A. Deregulated financial services

3. The GLBA requires financial institutions to protect which of the following?

C. The privacy and the security of customer NPPI

4. Which of the following is not considered NPPI?

B. Name

5. The Interagency Guidelines Establishing Standards for Safeguarding Customer Information was jointly developed by the _____________________________.

B. Office of the Comptroller of the Currency (OCC), Federal Reserve System (FRS), FDIC, and Office of Thrift Supervision (OTS)

6. Which of the following entities developed, published, and enforced the Safeguards Act?

C. Federal Trade Commission (FTC)

7. Which of the following statements is false?

A. The Safeguards Act applies to all federally insured institutions.

8. The Interagency Guidelines require a written security program that includes all the following except ____________.

A. Legal safeguards

9. Financial institutions can be fined up to _____ per violation.

D. $100,000

10. Financial institutions are expected to take a _________ approach to information security.

B. Risk-based

11. Which of the following terms describes a potential danger that has the capacity to cause harm?

B. Threat

12. Which of the following statements best describes a threat assessment?

A. A threat assessment identifies the types of threats that may affect the institution or customers.

13. Which of the following risk types is defined as a level of risk after controls and safeguards have been implemented?

B. Residual risk

14. Which of the following risk management frameworks is recommended by the FFIEC?

C. NIST

15. Which of the following statements is true?

D. Operational risk is the risk of loss resulting from inadequate or failed internal processes, people, and systems or from external events.

16. The risk arising from problems with service or product delivery is known as ________________.

C. Transactional risk

17. At a minimum, financial institutions are expected to deliver user-focused information security training _________.

C. Annually
18. A security awareness and training program is considered which type of control?

A. Administrative control

19. Which of the following statements best describes independent testing?

B. Independent testing is testing performed by personnel not associated with the target system.

20. Which of the following test methodologies is a privileged inspection to determine condition, locate weakness or vulnerabilities, and identify corrective actions?

B. Assessment

21. The statement, “An institution can outsource a task, but it cannot outsource the responsibility,” applies to an organization’s relationship with ________.

D. Service providers

22. Per the Interagency Guidance, which of the following entities is responsible for oversight of a financial institution’s Information Security Program?

C. Board of Directors

23. If the institution determines that misuse of its information about a customer has occurred or is reasonably possible, it must notify ____________.

D. All the above

24. Which of the following statements is not true about financial institution regulatory examination?

A. All institutions are subject to a 3-year examination schedule.

25. Which of the following statements best defines a corporate account takeover attack?

C. Fraudulent ACH and wire transfers are initiated from a commercial account.

26. Which of the following is an example of multifactor authentication?

D. Password and out-of-band code

27. Which of the following terms best describes the Supplemental Authentication Guidance requirement of layered defense?

C. Defense in depth

28. Which of the following statements is true?

D. All the above.

29. Which of the following agencies is responsible for investigating consumer security-related complaints about a university financial aid office?

A. FTC

30. Banks have customers; credit unions have ________.

A. members

Exercises

Exercise 13.1: Identifying Regulatory Relationships
Student answers will vary.
Exercise 13.2: Researching the FTC
Student answers will vary.

Exercise 13.3: Understanding the Federal Register
Student answers will vary.

Exercise 13.4: Assessing GLBA Training
Student answers will vary.

Exercise 13.5: Researching Identity Theft
Student answers will vary.

Projects

Project 13.1: Educational Institutions and GLBA
Student answers will vary.

Project 13.2: Understanding Third-Party Oversight
Student answers will vary.

Project 13.3: Assessing Risk Management
Student answers will vary.

Case Study

Student answers will vary.
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