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Asset MANAGEMENT
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Assign information ownership responsibilities

· Develop and use information classification guidelines

· Understand information handling and labeling procedures

· Identify and inventory information systems

· Create and implement asset classification policies

chapter overview

This chapter looks at the various methods and rating systems that organizations use to define, inventory, and classify their information and information systems. Such a classification system must communicate value and handling instructions to employees and vendors. 
The major sections in this chapter are:

1. Information Assets and Systems. Information assets are defined and discussed, along with the concept of accountability for information assets.
2. Information Classification. Information security policy is defined. The key to writing policies lies in knowing what is being protected and where it exists. 
3. Labeling and Handling Standards. Information is classified for the sole purpose of identifying the level of protection necessary and communicating that information. The level of protection extends to the key areas of access, modification, duplication, transport, storage, records management, and disposal.
4. Information Systems Inventory. Many organizations don’t have an up-to-date inventory of their assets. Creating and maintaining comprehensive inventory is a major but important task that all companies should undertake. 
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key terms

Confidential information: Information meant to be kept secret and limited to only a small circle of authorized individuals.

Declassification: Involves reducing the level of classification of an information item. Note that in the military, declassifying does not mean to “lower the classification level.” It always means to “remove the classification level.”
Information asset: A definable piece of information that is recognized as having value to an organization.

Information systems: Hardware and software solutions that provide a way and a place to process, store, transmit, and communicate information.
Non-public personal information (NPPI): Information considered to be personal in nature, subject to public availability, and if disclosed is an invasion of privacy. 
Policy: A set of rules combined to create a management framework that dictates how an organization will function.

Public information: Information that can be disclosed to the public without any adverse repercussions for a company.

Reclassification: Involves changing the classification level of an information item, either up or down.

Teaching notes

I.
Information Assets and Systems

Teaching Tips: Emphasize that information assets are information used by a company (regardless of size) to fulfill its mission or goal. Many information assets are used to support internal operations, such as payroll.

Who Is Responsible for Information Assets?


Teaching Tips: Remind students that the information asset owner is liable and responsible for protecting the information and the business results derived from using that information (as opposed to merely updating the information). Every information asset needs an owner, but it is not always apparent or obvious who should be or is willing to assume the responsibility of ownership.


Responsibility for information security is often delegated to information custodians, whereas the information security officer ensures that appropriate controls are applied consistently throughout the organization.
II.
Information Classification

Teaching Tip: Mention that the objective of an information classification system is to differentiate data types. Classification systems are used in government, military, and private sector and all these systems differ. Ask students to identify how information is classified by federal agencies, by military, and by private organizations.

Information may also need to be protected due to its intelligence value to others. Note to students that hacking begins with the process of gathering clues from information that is readily available.

III.
Labeling and Handling Standards

Teaching Tip: Discuss that labels are used to identify the data classification. Explain that labels can be in many different forms, such as, electronic, print, audio, and visual. Ask students to find an example of each type of label and share it with the class. Have students develop a data handling standards matrix for a college. Student can use the sample matrix on pg. 137, Table 5.1 as a guide.

IV.
Information Systems Inventory 


Teaching Tips: The critical decision is choosing what attributes and characteristics of the information asset you want to record. Remember that over time your inventory may have multiple purposes.


Remind students that when asset names are detailed enough to be good identifiers, they are also important pieces of information to protect.

Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
Many organizations do not have an up-to-date inventory of information systems. What are the benefits of such an inventory?
Answer: Students’ answers will vary. Identified benefits of an information systems inventory may include consolidation and/or merger of redundant systems (or information); improved business impact and disaster recovery planning insurance coverage; business valuation; and enhanced criticality and risk analysis.

B. Discussion Question 2
What sorts of routine, seemingly unimportant information would help you learn about or break into another company’s network?
Answer: Student answers will vary. Possible answers include policy and procedure manuals, telephone and email lists, corporate web pages, network maps or other information (for example, server names), and discarded paperwork.
II.
Web Projects

A. Web Project 1 
Review the information classification example from SANS Institute http://www.sans.org/reading-room/whitepapers/auditing/information-classification-who-846 ). Compare and contrast the recommendations with those given in this text.
Answer: Student answers will vary. 
Web Resources

Using web resources, look up information classification. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://searchsecurity.techtarget.com/tip/1,289483,sid14_gci995767,00.html  Security tip on standardizing information classification.

· http://www.molemag.net/index.htm  ISO 27001 and 27002 newsletters provide guidance on various practical issues, plus commentary on recent information security incidents.
ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1. Which of the following terms best describes a definable piece of information, stored in any manner that is recognized as having value to the organization?

B. Information asset

2. Information systems __________, __________, and __________ information.

C. Store, process, and transmit

3. Information owners are responsible for which of the following tasks?

A. Classifying information

4. Which of the following roles is responsible for implementing and maintaining security controls?

D. Information custodian

5. FIPS-199 requires that federal government information and information systems be classified as ____________.

A. Low security

B. Moderate security

C. High security

6. Information classification systems are used in which of the following organizations?

D. All the above

7. FIPS requires that information be evaluated for _____________requirements with respect to the impact of unauthorized disclosure as well as the use of the information.

C. Confidentiality
8. Which of the following National Security classifications requires the most protection?

B. Top Secret

9. Which of the following National Security classifications requires the least protection?

B. Unclassified

10. The Freedom of Information Act (FOIA) allows anyone access to which of the following?

D. Access to any records from federal agencies unless the documents can be officially declared exempt

11. Which of the following terms best describes the CIA attribute associated with the modification of information?

B. Integrity

12. Is it mandatory for all private businesses to classify information?

D. No.

13. Which of the following is not a criterion for classifying information?

B. The information has no value to the organization.

14. Data that is considered to be personal in nature and, if disclosed, is an invasion of privacy and a compromise of security is known as which of the following?

C. Nonpublic personal information

15. Most organizations restrict access to protected, confidential, and internal use data to which of the following roles within the organization?

C. Users who have a “need to know”

16. Labeling is the vehicle for communicating classification levels to which of the following roles within the organization?

D. All the above

17. Which of the following terms best describes rules for how to store, retain, and destroy data based on classification?

A. Handling standards

18. Which of the following terms best describes the process of removing restricted classification levels?

A. Declassification

19. Which of the following terms best describes the process of upgrading or changing classification levels?

C. Reclassification

20. The impact of destruction and/or permanent loss of information is used to determine which of the following safeguards?

B. Availability

21. Which of the following terms best describes an example of a hardware asset?

A. Server

22. Which of the following statements best describes a MAC address?

C. A MAC address is a unique hardware identifier.

23. 10.1.45.245 is an example of which of the following?

C. An IP address

24. Code and databases are examples of which of the following?

A. Software assets

25. Which of the following terms best describes the act of classifying information based on an original classification decision already made by an authorized original classification authority?

B. Derivative classification

26. Which of the following types of information would not be considered NPPI?

D. Home address

27. In keeping with best practices and regulatory expectations, legally protected data that is stored on mobile devices should be _____.

B. Encrypted
28. Which of the following statements best describes how written documents that contain NPPI should be handled?

D. All the above.

29. Which of the following address types represents a device location on a network?

C. A logical address

30. Which of the following statements is true?

C. Small businesses need to classify data because small businesses are responsible for protecting NPPI, employee data, and company data.

Exercises

Exercise 5.1: Assigning Ownership
Student answers will vary.
Exercise 5.2: Differentiating Between Ownership and Custodianship
Student answers will vary.

Exercise 5.3: Creating an Inventory
Student answers will vary.

Exercise 5.4: Reviewing a Declassified Document
Student answers will vary.

Exercise 5.5: Understanding Color-Coded National Security
Student answers will vary.

Projects

Project 5.1: Developing an Email Classification System and Handling Standards
Student answers will vary.

Project 5.2: Classifying Your School Records
Student answers will vary.

Project 1.3: Locating and Using Special Publications
Student answers will vary.

Case Study

Student answers will vary.
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