
Instructor’s Manual Materials to Accompany 

SecUrity PROGRAM AND POLICIES
Chapter 8
Communications and operations security
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Author useful standard operating procedures
· Implement change control processes
· Understand the importance of patch management
· Protect information systems against malware
· Consider data backup and replication strategies
· Recognize the security requirements of email and email systems
· Appreciate the value of log data and analysis
· Evaluate service provider relationships
· Write policies and procedures to support operational and communications security
chapter overview

This chapter focuses on daily use and protection of information assets and information systems, as detailed in section 12 of the ISO 27002:2013 standard, Operations Security and Section 13 Communications Security.
The major sections in this chapter are

1. Standard Operating Procedures. These provide direction, improve communication, reduce training time, and improve work consistency. They are the “rules of the game.”
2. Operational Change Control. This is an internal procedure by which only authorized changes are made to software, hardware, network access privileges, or business processes. All changes should be documented.
3. Malware Protection. Malware encompasses a range of programs and code including viruses, worms, spyware, Trojan horses, key loggers, and logic bombs, among others.
4. Data Replication. Backing up data protects data availability and data integrity for both organizations and individuals. Backup and restore solutions must be periodically tested to be sure they function as planned.
5. Secure Messaging. Although e-mail has become the most widely used application in the world, basic e-mail is an insecure way to communicate. 
6. Activity Monitoring and Log Analysis. Routine logging and log analysis is beneficial for identifying security incidents, policy violations, fraudulent activity, and operational problem. 
7. Service Provider Oversight. Operational security extends to service providers. Service providers’ controls should meet or exceed those of the contracting organization. 
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key terms

Change control: An internal procedure by which only authorized changes are made to software, hardware, network access privileges, or business processes.
Key loggers: Either software or hardware solutions that keep track of every key tapped on a keyboard in a text file for later retrieval by a hacker.

Logic bombs: A piece of malicious code that lays dormant until a certain triggering event is met. It is then unleashed on the unsuspecting network.

Malware: Malicious software, including viruses, worms, logic bombs, spyware, Trojans, key loggers, and other assorted nefarious code.

Security awareness: An understanding of the actions required to maintain a secure environment.

Spyware: Malicious code that tracks users’ online activity. It can also have a more malicious payload that hijacks all browser sessions.

Standard operating procedures (SOPs): Established procedures within an organization.

Trojan horse: A malicious program that masquerades as a functioning, legitimate, and benign application to dupe users into downloading and installing it.

Virus: A piece of malicious code that requires a host file to install and replicate itself.

Worm: A piece of malicious code that self-replicates and targets a known and identified vulnerability.

Teaching notes

I.
Standard Operating Procedures

Why Document SOPs?


Teaching Tips: Job postings are one of the sources that intruders often look to use for information that can be used in social engineering attacks and provide a path to more in-depth knowledge. Students understand the importance of SOPs by discussing what would happen if a new professor were there at the next class. Students should discover through discussion that the syllabus is an SOP of sorts for the class.


Developing SOPs

Teaching Tips: Distinguish between repetitive steps and decision points by asking students how the procedures for a fire drill should be documented (probably a simple step format). Next ask students how the procedures for class registration should be documented. (Students will suggest hierarchical, but help them see that the various decisions to be made—for example, what to do if a course is closed—are best handled in the flowchart format). 
II.
Operational Change Control


Step 1: Assessment


Teaching Tips: Have students consider a scenario in which the change goes wrong (for example, applying a routine e-mail patch downs the e-mail server). They should relate with anecdotes from their personal or work experiences. No matter how routine or trivial a change appears, there is the possibility of failure. Assessment includes consideration of risks and a tested and approved recovery plan if the unexpected happens.
III.
Incident Response Program


Teaching Tips: Discuss the example of a call to 911 as an incident reporting procedure. Help students see that these calls are self-selected emergencies, but that 911 operators follow incident response procedures to classify the call’s severity and handle the incident.
III.
Malware Protection


Teaching Tips: Ask students to identify the different types of malware available and discuss ways to protect against malware. Have students research and discuss recent types of ransomware. Discuss common misperceptions of antivirus software with students: To be effective, it must be continually and routinely updated (automatic updates are best) and it protects best against only one type of malware.

IV.
Data Replication


Teaching Tip: Lead students into a discussion of the advantages and disadvantages of cloud storage and backup.
V.
Secure Messaging 



Teaching Tips: Ask students about security weaknesses in email systems. Discuss how a “weakness” is recognized by users—what is a “weakness”?
VI. 
Activity Monitoring and Log Analysis



Teaching Tip: Mention that monitoring is not only important to identify incidents and policy violation, but it might also be required to comply with various laws and regulations. Ask students to research what regulations require companies to perform due diligence and monitor user activities.
VII. 
Service Provider Oversight



Teaching Tip: Stress that even if the company outsources the work, it is still legally responsible for the confidentiality, integrity, and availability of data. 
Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
How can companies ensure emails are secure?
Answer: Student answers will vary. 


B. Discussion Question 2
Why is change logging so important?
Answer: Student answers will vary. No company wants to be in a situation in which it is uncertain what was done. Most problem solving depends upon knowing what has been done previously and in what order. When in doubt, it should be as simple as looking up a log and finding the date, time, and identity of the employee/contractor who handled the task.
II.
Web Projects

A. Web Project 1 
Use the Internet to find and research three firms that specialize in media and data destruction. What differences do you notice between the firms?
Answer: Student answers will vary.

B. Web Project 2 
Do research online and then present your view on whether employers can monitor employees’ actions? Discuss what employers can legally monitor and what expectation of privacy employees have if they are bringing their own devices to work. 
Answer: Student answers will vary. 
Web Resources

Using web resources, look up communications and operations management. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://en.wikipedia.org/wiki/Malware#Academic_Research_on_Malware:_A_Brief_Overview  Wikipedia’s entry on malware.
· http://www.csoonline.com/  Current issue of CSO Magazine, a resource for security executives.
· http://www.scmagazine.com/us/  Online Web site of SC magazine, the industry's leading IT security publication.
ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1. Which of the following is true about documenting SOPs?

C. Both A and B.

2. Which two factors influence the type of SOP used?

B. Number of decisions and number of steps

3. Which of the following formats should be used when an SOP includes multiple decision-making steps?

D. Flowchart

4. The change control process starts with which of the following?

B. RFC submission

5. What is the most important message to share with the workforce about “change”?

A. The reason for the change

6. Which of the following statements best describes the action that should occur prior to implementing a change that has the potential to impact business processing?

D. All of the above.

7. Which of the following is not a part of a malware defense-in-depth strategy?

C. Reverse engineering

8. Which of the following statements best describes a security patch?

A. A security patch is designed to fix security vulnerability.

9. Which of the following is a component of an AV application?

A. Definition files

10. Which of the following statements best describes the testing of security patches?

B. Security patches should be tested prior to deployment, if possible.

11. Which of the following operating systems are vulnerable to malware?

D. Malware is operating system agnostic.

12. Which of the following terms best describes malware that is specifically designed to hide in the background and gather info over an extended period of time?

B. APT

13. A _________________ can spread from one computer to another without requiring a host file to infect.

C. worm

14. _________________ wait for remote instructions and are often used in DDoS attacks.

B. Bots

15. Which of the following statements best describes a blended threat?

D. All of the above.

16. Which of the following statements best describes data replication?

C. Replicated data is generally available in near or real time.

17. Organizations that are considering storing legally protected data in “the cloud” should ________________________.

A. contractually obligate the service provider to protect the data

18. Which of the following actions best describes the task that should be completed once backup media such as tape is no longer in rotation?

C. It should physically be destroyed.

19. Which of the following terms best describes the Department of Defense project to develop a set of communications protocols to transparently connect computing resources in various geographical locations?

B. ARPANET

20. Which of the following terms best describes the message transport protocol used for sending email messages?

A. SMTP

21. In its native form, email is transmitted in _________.

B. clear text

22. Which of the following statements best describes how users should be trained to manage their email?

D. Users should delete unsolicited or unrecognized emails.

23. Open email relay service can be used to do which of the following?

C. Misappropriate resources

24. Which of the following statements best describes a system log?

A. A system log is a record of allowed and denied events.

25. Which of the following statements best describes trend analysis?

D. Trend analysis is used to identify activity over time.

26. Which of the following statements best describes authentication server logs?

A. Authentication server logs capture user, group, and administrative activity.

27. Which of the following terms best describes the process of assessing a service provider’s reputation, financial statements, internal controls, and insurance coverage?

C. Due diligence

28. SSAE16 audits must be attested to by a _____________.

B. Certified Public Accountant (CPA)

29. Service providers should be required to provide notification of which of the following types of incidents?

D. Confirmed and suspected incidents

30. Which of the following reasons best describes why independent security testing is recommended?

D. All the above.

Exercises

Exercise 8.1: Documenting Operating Procedures
Student answers may vary.
Exercise 8.2: Researching Email Security
Student answers may vary.

Exercise 8.3: Researching Metadata
Student answers may vary.

Exercise 8.4: Understanding Patch Management
Student answers may vary.

Exercise 8.5: Understanding Malware Corporate Account Takeovers
Student answers may vary.

Projects

Project 8.1: Performing Due Diligence with Data Replication and Backup Service Providers
Student answers may vary.
Project 8.2: Developing an Email and Malware Training Program
Student answers may vary.
Project 8.3: Developing Change Control and SOPs
Student answers may vary.
Case Study
Student answers may vary.
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