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SecUrity PROGRAM AND POLICIES
Chapter 2
policy Elements and style
Chapter objectives

When students have finished reading this chapter, they will be able to:

· Distinguish between a policy, a standard, a baseline, a procedure, a guideline, and a plan
· Identify policy elements
· Include the proper information in each element of a policy
· Know how to use “plain language”
chapter overview

This chapter provides a detailed explanation of each of the recommended policy elements of an information security policy; though you should find these same elements in any policy document used for any purpose. The chapter explores how these elements fit together and how they depend on and support each other.
The major sections in this chapter are

1. Defining Policy Hierarchy: Standards, Guidelines, and Procedures. Each type of document plays a significant role in turning policies into repeatable actions that are based on sound ideas and judgment.  
2. Developing a Policy Style and Format. How the document flows and the words used will make all the difference in how the policy is interpreted.
3. Defining Policy Components. A policy document has multiple sections: Version Control, Introduction, Policy Headings, Policy Goals and Objectives, Statement, Exceptions, Enforcement, Administrative Notations, and Definitions.
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key terms

Guidelines: Similar to suggestions for the best way to accomplish a certain task. They are more dynamic than the other components of a policy and are therefore edited more often.
Plain language: The simplest, most straightforward way to express an idea.
Policy audience: That portion of an organization directly concerned by the policy. This can range from a couple people to the entire organization. It may also refer to members of the “extended” organization, such as temporary employees and third-party consultants.

Policy definitions: Terms that define and clarify terminology used in the policy.
Policy enforcement clause: The part of the policy where sanctions for failure to comply with the policy are defined. 

Policy exceptions: Defined exceptions to a written and implemented policy.

Policy heading: Contains all the logistical information regarding a specific policy area, such as security domain section, subsection, policy number, the name of the organization and of the document, the change control documentation or number, and the signing authority.

Policy objective: States what the organization is striving to achieve by implementing the policy.

Policy statement: Focuses on the specifics or details of the policy.

Procedure: Provides a method by which a policy is accomplished. Procedures provide the instructions necessary to carry out a policy statement.

Standards: Specific minimum requirements in policies. Standards are definite and required.

Teaching notes

I.
Defining Policy Hierarchy: Standards, Baselines, Guidelines, and Procedures

Teaching Tips: Explain to students that because standards, baselines, guidelines, and procedures change far more often than policies, these should be separated from the policy document.

Standards


Teaching Tips: Standards dictate specific minimum requirements in a policy.


Baselines

     Teaching Tips: An aggregate of implementation standards and security controls for a specific category or grouping. For example, a baseline can be created for all users using smartphones or all users connecting to the network through a VPN. 

Guidelines


Teaching Tips: Guidelines are best thought of as suggestions for the best way to help people conform to the standards. Guidelines are likely to change more often than any other element in this family of documents.


Procedures


Teaching Tips: Procedures are the instructions necessary to carry out a policy statement. They focus on actions or steps, and there is usually a starting point and an ending point to that action. Four commonly used types are simple step, hierarchical, graphic, and flowchart. 
II.
Developing a Policy Style and Format


Teaching Tips: You need to know your intended audience and write in a way that is relevant and understandable for that audience. Follow the plain language techniques when writing policy documents.

Plan Before You Write


Teaching Tips: Policy format varies. Each policy can be written as a discrete document, called a singular policy, or one large policy document with multiple sections, called a consolidated policy section. Discrete documents offer the advantages of being short, clean, and crisp, and well targeted to the intended audience.

III.
Defining Policy Components

Teaching Tips: The key to successful policy writing is to understand the goal of each section and to be consistent in how you write.

Version Control

Teaching Tips: Version control is used to keep track of any changes to the policy, including who authorized and made the changes and what is the effective date. 

Introduction

Teaching Tips: The statement of authority serves as a preface to a group of information security policies and introduces the policies by presenting the thought process behind the actual policies to the reader. The statement of authority also usually attempts to “recruit” readers and show them what is expected of them as employees.


Policy Headings


Teaching Tips: A policy heading contains all the technical details relevant to a policy, such as version number, identity of the author(s), date of creation, and more.

Policy Goals and Objectives


Teaching Tips: The policy objective states what (not the why or how) we are trying to achieve by implementing the policy. One policy can feature multiple objectives.

Policy Statement


Teaching Tips: The policy statement focuses on the specifics of how the policy will be implemented, in other words, the rules. The policy will also reference the standards, procedures, and guidelines (all separate documents) that have been created to support all the rules that make up the policy.

Policy Exceptions


Teaching Tips: Keep the number of exceptions low. Language used when creating an exception must be clear, concise, and indicate a process by which exceptions may be granted. The criteria or conditions for exceptions should not be detailed in the policy, only the method or process for requesting an exception.

Policy Enforcement Clause


Teaching Tips: The only way to enforce the policy rules is to include the penalty for ignoring the rules in the same document. Do not list every possible punishment for every possible violation. Simply indicate a disciplinary process and list the most severe punishment, which usually includes dismissal or criminal prosecution.
Administrative Notations

Teaching Tip: It is used to provide a reference to an internal resource or to an external policy or regulation.

Policy Definitions  

Teaching Tips: Include definitions for any instance of nonstandard language. When choosing which words will be defined, do not look only at those that could clearly be unknown by the target audience, but also include those that should be defined to remove any and all ambiguity.
Projects/exercises

I.
Discussion Questions 


A. Discussion Question 1
What is the difference between a policy objective and a policy purpose?
Answer: Students’ answers will vary. Essentially, the policy objective is to achieve a broad goal to more efficiently protect the company. The policy purpose explains how the company will protect itself from specific threats using the actual rules of the policy.  

B. Discussion Question 2
Why are policy definitions an important part of any policy?
Answer: Student answers should focus on the use of definitions to enhance understanding of the policy and the need to define a target audience. Another important reason for definitions is to remove all ambiguity from the policy. A security policy should be viewed as a legal document and crafted carefully.
II.
Web Projects

A. Web Project 1  

Read about the national strategy to secure cyberspace (http://www.whitehouse.gov/sites/default/files/rss_viewer/NSTICstrategy_041511.pdf). Is this a policy? Who is the target audience? Can you find all the policy elements?
Answer: Student answers will vary. The primary target audience is citizens of the United States. Although many policy elements can be identified in this content (statement of authority, objectives, purpose, audience, and policy statement), no policy exceptions are evident and, most tellingly, no policy enforcement is described, so this cannot be a policy.

B. Web Project 2
Review the Data Management, Use, and Protection policy for the University of California at Berkeley (http://inews.berkeley.edu/bcc/Fall2004/dmup.html ). How does this policy compare to the policy elements discussed in this chapter? What criticisms do you have of this policy? What has been done well?
Answer: Student answers will vary. The policy is clear and all policy elements are present, though not in separate sections as suggested in this chapter. Standards, guidelines, and procedures are included in the same document. One item that has been done particularly well is the identification and linking of relevant documents internal and external to the university within the policy. The various audiences for the policy have been well identified and their responsibilities under the policy well described.
Web Resources

Using web resources, look up information security policy. You may find the following Web sites to be of help: 

· http://www.247.prenhall.com/  Pearson/Prentice Hall product support.
· http://www.sans.org/resources/policies/  The SANS Institute provides sample policies and templates in many areas of information security along with other relevant information.
· http://informationsecurity.techtarget.com/  Information Security magazine is the enterprise security and risk managers' leading source of critical, objective information on strategic and practical security issues.
ChAPTER REVIEW/Answers to test your skills
Multiple Choice
1.
The policy hierarchy is the relationships between which of the following?

B.
Guiding principles, standards, guidelines, and procedures 

2.
Which of the following statements best describes the purpose of a standard?

C.
To dictate mandatory requirements
3.
Which of the following statements best describes the purpose of a guideline?

D.
To make suggestions
4.
Which of the following statements best describes the purpose of a baseline?

B. To ensure uniformity across a similar set of devices

5. Simple Step, Hierarchical, Graphic, and Flowchart are examples of which of the following formats?

C. Procedure

6. Which of the following terms best describes instructions and guidance on how to execute an initiative or how to respond to a situation, within a certain timeframe, usually with defined stages and with designated resources?

A. Plan

7. Which of the following statements best describes a disadvantage to using the singular policy format?

C. You may end up with too many policies to maintain.

8. Which of the following statements best describes a disadvantage to using the consolidated policy format?

D. The potential size of the document.

9. Policies, standards, guidelines, and procedures should all be in the same document.

B. False

10. Version control is the management of changes to a document and should include which of the following elements?

D. All the above

11. Which of the following is not a policy introduction objective?

B. To provide explicit instructions on how to comply with the policy

12. The name of the policy, policy number, and overview belong in which of the following sections?

B. Policy Heading

13. The aim or intent of a policy is stated in the ________.

C. Policy goals and objectives

14. Which of the following statements is true?

D. A security policy should not list all step-by-step measures that need to be taken.

15. The _________ contains the rules that must be followed.

B. Policy statement

16. A policy should be considered _____.

A. Mandatory
17. Which of the following best describes policy definitions?

A. A glossary of terms used

18. The _________ contains the penalties that would apply if a portion of the security policy were to be ignored by an employee.

C. Policy enforcement clause

19. What component of a security policy does the following phrase belong to? “Wireless networks are allowed only if they are separate and distinct from the corporate network.”

D. The policy statement

20. There may be situations in which it is not possible to comply with a policy directive. Where should the exemption or waiver process be explained?

A. Introduction

21. The name of the person/group (for example, executive committee) that authorized the policy should be included in ___________________.

D. The version control table or the policy heading

22. When you’re drafting a list of exceptions for a security policy, the language should _________________.

A. Be as specific as possible

23. If supporting documentation would be of use to the reader, it should be __________________.

C. Listed in either the Policy Heading or Administrative Notation section

24. When writing a policy, standard, guideline, or procedure, you should use language that is ___________.

B. Clear and concise

25. Readers prefer “plain language” because it __________________.

D. All the above

26. Which of the following is not a characteristic of plain language?

C. Technical jargon

27. Which of the following terms is best to use when indicating a mandatory requirement?

A. Must
28. A company that uses the term “employees” to refer to workers who are on the company payroll should refer to them throughout their policies as _________.

B. Employees
29. “The ball was thrown by Sam to Sally” is a passive sentence. Which of the following sentences represents an active version of this sentence?

C. Sam threw the ball to Sally.

30. Even the best-written policy will fail if which of the following is true?

C. The policy doesn’t have the support of management.

Exercises

Exercise 2.1: Creating Standards, Guidelines, and Procedures 

Student answers will vary.
Exercise 2.2: Writing Policy Statements
Student answers will vary.
Exercise 2.3: Writing a Policy Introduction
Student answers will vary.
Exercise 2.4: Writing Policy Definitions 

Student answers will vary.
Exercise 2.5: Using Clear Language
1.  

a. Was written
b. Is delivered

c. Was sent

d. To be revoked

e. Have been mailed

f. Are requested

2.  

a. To
b. Because
c. Sent separately

3. 

a. Honest
b. End
c. Separate
d. Start
e. Symmetrical
f. Narrow
Projects

Project 2.1: Categorizing a Real Security Policy
Student answers will vary.
Project 2.2: Analyzing the Enterprise Security Policy for the State of New York
Student answers will vary.
Project 2.3: Testing the clarity of a policy document
Student answers will vary.
Case Study

Student answers will vary.
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